
Supporting the Digital Safety of At-Risk Users: Lessons
Learned from 9+ Years of Research and Training

TARA MATTHEWS and ELIE BURSZTEIN, Google, Mountain View, California, USA
PATRICK GAGE KELLEY, Google, New York, New York, USA
LEA KISSNER, Google, Mountain View, California, USA
ANDREAS KRAMM, Google, Munich, Germany
ANDREW OPLINGER, Google, San Francisco, California, USA
ANDREAS SCHOU, MANYA SLEEPER, and STEPHAN SOMOGYI, Google, Mountain View,
California, USA
DALILA SZOSTAK, Google, New York, New York, USA
KURT THOMAS, Google, Mountain View, California, USA
ANNA TURNER, Google, New York, New York, USA
JILL PALZKILL WOELFER and LAWRENCE L. YOU, Google, Mountain View, California, USA
IZZIE ZAHORIAN, Google, Seattle, Washington, USA
SUNNY CONSOLVO, Google, Mountain View, California, USA

Creating information technologies intended for broad use that allow everyone to participate safely on-
line—which we refer to as inclusive digital safety—requires understanding and addressing the digital-safety
needs of a diverse range of users who face elevated risk of technology-facilitated attacks or disproportionate
harm from such attacks—i.e., at-risk users. This article draws from more than 9 years of our work at Google
to understand and support the digital safety of at-risk users—including survivors of intimate partner abuse,
people involved with political campaigns, content creators, youth, and more—in technology intended for
broad use. Among our learnings is that designing for inclusive digital safety across widely varied user needs
and dynamic contexts is a wicked problem with no “correct” solution. Given this, we describe frameworks
and design principles we have developed to help make at-risk research findings practically applicable to
technologies intended for broad use and lessons we have learned about communicating them to practitioners.

CCS Concepts: • Security and privacy → Human and societal aspects of security and privacy; •
Human-centered computing → Human computer interaction (HCI);
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1 Introduction
Everyone should be able to participate online safely. But achieving this in practice is incred-
ibly complex for those who create information technologies intended for broad use—whether
through research, design, development, policy, or other domains. Users face a host of digital-safety1

threats—such as privacy invasions, security attacks, abuse, and more [95]—that can lead to emo-
tional, financial, relational, or even physical harm [88]. Such threats and corresponding needs
are diverse and depend on an individual user’s contextual circumstances [101]. One-size-fits-all
digital-safety solutions can create barriers to some users protecting themselves, potentially exposing
them to harm [101]. Key to creating safer technology for everyone—which we refer to as supporting
inclusive digital safety—is understanding and supporting the digital-safety risks, reactions, and
needs of a diverse range of users.

While users with “general” risk levels are commonly studied, a growing body of research about
at-risk users has exposed considerable diversity in digital-safety experiences. At-risk users face
circumstances that elevate their chances of experiencing a technology-facilitated attack and/or
disproportionate harm from such an attack [101]. At-risk users’ varied experiences reveal ways
that assumptions about technology use, often based on an optimistic view of “general users” and
their digital-safety risks,2 can break down. For example, assuming devices are used by a single
individual who can control how it is used breaks down for several at-risk groups—such as survivors
of intimate partner abuse (IPA) who described being coerced to give abusers access to their
devices [60]; and low-income New Yorkers who described economic constraints keeping them in
living situations with people they did not trust which exposed them to a variety of privacy and
security threats via their mobile devices [30].

Further, understanding the more severe digital-safety cases can shed light on risks all users face
and how to prioritize solutions, to the benefit of both users who may be at elevated risk and general
users. For example, some users are at-risk because they have extremely limited time to cope with
digital-safety threats, like people involved with political campaigns [24] or emergency room staff
[93]. Generally, anyone may find themselves in periods of greater-than-ordinary time constraints
1Digital safety (noun) and digital-safety (adjective) are umbrella terms, inclusive of topics pertaining to security, privacy,
abuse, and/or any other safety-related topic in which technology is involved.
2“General user” is a construct of the kind of user that makes up the perceived majority of a technology’s use, typically
viewed as somewhere in the middle/average or even optimistically [104], for example, assuming that they have good
access to trusted devices and reliable Internet, would benefit from increased technology use, and do not face extraordinary
challenges. “General users” may not be real, instead reflecting how the holders of the concept view users—opening the
concept up to biases, such as over-indexing on people from Western, Educated, Industrial, Rich, Democratic (WEIRD)
societies [50]. The concept of general users is imprecise, but may persist as an attempt to design for the most users possible.
We use “general users” as a stand-in for the assumptions described here, including that they experience lower levels of
digital-safety risk when compared to at-risk users.
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Table 1. Article Organization at a Glance

Section Section’s Focus

2
Inclusive digital safety: Problem and background
—Inclusive digital safety is an important, but “wicked,” problem
—Context setting—Authors’ background

3
Understanding inclusive digital safety through at-risk research
—Our at-risk research
—Related research in the field

4

Applying at-risk research: Frameworks and design principles
—At-Risk Framework (10 factors known to increase a user’s risk)
—User States Framework (4 states of user emotions and needs surrounding digital-safety events)
—Design principles (20 design building blocks for inclusive digital safety)

5 Communicating with practitioners about inclusive digital safety

6
Discussion: Charting progress and future work
—Progress so far and known gaps
—Recommendations and ideas about future work

A–D

Appendix
A List of publications from our At-Risk Research Program
B Examples of supporting inclusive digital safety in practice
C Details on approaches to inclusive digital safety: user archetypes, stress cases, and design principles
D Terminology: defining key terms used in this article

that limit or defer their ability to attend to digital-safety concerns. While all of these users may
benefit from ways to quickly deploy digital-safety solutions for their situations, at-risk groups
demonstrate critical needs. For these reasons, designing for at-risk users can help improve digital
safety for everyone.

However, the complexities of designing for at-risk users’ varied needs in practice—plus the
dynamic nature of technology, risks, and people’s contexts—help make inclusive digital safety a
wicked problem. A wicked problem is a term introduced in social planning to describe complex
societal problems for which issues, solutions, endpoints, and who is responsible are not agreed
upon by experts or those involved [84]. The complexities of inclusive digital safety mean that there
is often not a “correct” solution, so it is difficult or impossible to create best practices. However,
there is still a need to translate what we, as a field, do know into guidance to help practitioners
better support users. As Rittel and Webber articulate, professionals can orient toward solutions to
wicked problems that are “better” or “good” [84].

In this article, we draw from more than 9 years of working within Google to understand and
support the digital safety of at-risk users in technology intended for broad use. Since this is a
wicked problem, we focus on how we have made progress through both research and practical
guidance. Our primary contribution is a summary of lessons learned from implementing a research
and education program that has included translating foundational at-risk research into practice to
try to move toward inclusive digital safety in a large company, over nearly a decade (and counting).

In service of this contribution, we structure this article as shown in Table 1. In Section 2, we
define inclusive digital safety as designing safer technology for everyone, including at-risk users.
We discuss why this is a wicked problem, outlining key challenges in defining the problem (e.g.,
the context of technology, risks, and people are dynamic) and developing solutions (e.g., the lack
of “correct” solutions that reconcile all user needs and constraints). We also share the authors’
background to set context for the article. In Section 3, we highlight examples of insights relevant
to inclusive digital safety from our own research and then synthesize related research from the
broader community. In Section 4, we share frameworks and design principles we have developed
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to help technology creators design safer technology informed by learnings from foundational
at-risk research. In Section 5, we outline the types of actionable deliverables we have used to share
our research, frameworks, and design principles with tech workers, and ways we have framed
the content for different practitioner roles. Finally in Section 6, we discuss progress and gaps in
research, arguing that the field is not ready to create “best” practices for inclusive digital safety.
We recommend the field manage the wicked complexity of this problem with “good” practices and
expert guidance toward safer solutions.

We believe that this article will be valuable to academics who would like their research to
impact technology and policy intended for broad use; technology creators who wish to imple-
ment the principles herein; regulators who wish to develop policy in this complex space; and
industry researchers who wish to implement similar programs to elevate inclusive digital safety.
A cross-cutting theme in presenting the multiple parts of our long-running effort at Google is that
it takes substantial investment—beyond publishing and presenting research—to meaningfully take
even incremental steps to improve digital safety in broadly used technology, due to the nature of
this wicked problem.

2 Inclusive Digital Safety: Problem and Background
Designing for inclusive digital safety means designing technology to be safer for everyone, which
requires understanding a diverse range of at-risk and general user needs. We discuss why this is a
wicked problem, outlining key challenges in defining the problem and developing solutions. We
then set context by outlining the background we (the authors) bring to the guidance offered in this
article. Note that we define terms used throughout this article in Appendix D.

2.1 Inclusive Digital Safety as an Important, but “Wicked,” Problem
In their seminal work, Rittel and Webber [84] outline 10 characteristics of wicked problems,
including that they have no definitive formulation, no “correct” solutions, no definitive test to
assess how good solutions are, and more. Here, we articulate key aspects of what makes inclusive
digital safety a wicked problem, aiming to align research and practitioner communities toward how
to think about and discuss the problem responsibly and effectively. In particular, we emphasize
that research findings, recommendations, and proposed practices should be qualified based on
the wickedness of the problem, such as the need to account for a range of known and unknown
contexts and needs beyond a single study.
Technology “solutions” can be used for good and bad. In their discussion of wicked problems,

Rittel and Webber [84] pointed to optimism within their field (i.e., the social planning profession)
as sustaining the belief that goals like planning for the betterment of society or the “perfectability”
of their approaches were possible—goals they called into question. We draw attention to a related
optimism in the technology field broadly, embedded in foundational approaches like design thinking
[13], that technology will help solve people’s problems, improve their experiences, and generally
be deployed for good. However, technology can be (mis)used to cause harm, and understanding
this sometimes requires a mindset shift for technology creators (a shift our frameworks and
educational materials, described below, are intended to facilitate). Freed et al. [38] describe “UI-
bound adversaries” that misuse functionality offered by a system to enact harm—for example,
apps that allow parents to monitor and keep their children safer have been misused by abusers to
stalk their intimate partners. Adversarial thinking and threat modeling that accounts for diverse
digital-safety risks and needs can help teams explore how a feature intended for good might be
(mis)used to cause harm [11, 38]. Even with threat modeling, tech misuse adds to the wicked
complexity of inclusive digital safety.
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Technology, digital-safety risks, and people’s contexts are dynamic, so the problem defies definition.
Technology is continually changing, as is the landscape for digital safety—this makes the problem
hard or impossible to define and definitively solve, another attribute that makes inclusive digital
safety a wicked problem [84]. Attackers constantly innovate ways to (mis)use technology to cause
harm. Technology itself is an intervention that can impact the problem context over an extended
time. Who is at-risk can change—a user’s life circumstances can introduce risk factors at any time,
temporarily or in an ongoing way. For example, a once happy relationship could become strained,
making it less trustworthy or even abusive; or a user might post something online that goes viral,
immediately growing their prominence and opening them up to harassment; or a person could lose
their job and suddenly face serious economic hardship; and so on. In other words, who is “at-risk”
is dynamic and could potentially—over time—include anyone. Such users may not realize that their
digital-safety risk has changed and thus may not enact important protective measures until they
realize they are under attack. This dynamic landscape suggests that the many, constantly changing
issues surrounding inclusive digital safety are not completely knowable.

Tech solutions require judgments reconciling important and diverse needs and constraints. A major
feature of wicked problems is that they do not have “correct” solutions (rather, solutions are “better
or worse”), and there is no finite set of potential solutions, requiring practitioners to use their
judgment in reconciling needs and constraints [84]. Rittel and Webber further discuss how context
within society—composed of many sub-groups with differing values and needs—make it hard to
weigh potential solutions to wicked problems [84]. Likewise, technology that serves billions of
users worldwide must support an enormous diversity of users along multiple dimensions, including
digital safety, but also utility, ease of use, cultural sensitivity, regulatory compliance, and more. Team
and time resources are finite. These many needs and constraints must be reconciled. For example:

—Different groups have different needs. The needs of various user groups may differ or even
sometimes conflict, and there are seemingly endless intersectional considerations, furthering
the challenge of developing inclusive digital-safety solutions. As an example, modern browsers
like Chrome offer a variety of ways users with different digital-safety needs can manage their
browsing history [43], which supports a range of at-risk groups. Some survivors of IPA and
women in South Asia may need to carefully curate their browsing history if they might be
monitored by someone who could retaliate if they knew or even suspected that the browsing
history had been deleted [60, 86]. The ability to delete individual browsing history entries
could help them avoid an attacker or family member detecting changes. In contrast, an activist
might need to quickly wipe their entire history if detained. These users could benefit from the
ability to clear all of their browsing data at once. These examples hint at the complexity of
designing safer technology for numerous groups and sub-groups of users, who experience
a variety of risks that may intersect in unique ways. Here, focusing on the needs of only
one group would not address the needs of the other group. Further, there are competing
tradeoffs: adding options to an interface increases its complexity, putting the cognitive burden
(of selecting among options) on all users. User Experience (UX) professionals are often
taught that simpler designs, with fewer options, are better since they are usually easier to use,
less overwhelming, and direct users toward commonly desired choices [42, 53]. Technology
creators must reconcile these kinds of tradeoffs to make decisions about inclusive digital
safety.

—Stopping abuse on a platform vs. allowing it to continue. Even commonly promoted and some-
times effective solutions can require reconsideration given the needs of certain at-risk groups.
For example, one potential solution—which has been effective in many circumstances—is to
disallow or otherwise stop the abuse on a platform (e.g., removing users from a platform,
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censoring content). However, prior work describes some cases when stopping abuse on a
platform may lead to unintended harm—such as if the target would benefit from collecting
evidence of the abuse for legal proceedings, or if they want to keep track of the attacker’s
emotional state to assess the potential for escalation, or if shutting off the abuse on a platform
might provoke the attacker to retaliate or otherwise escalate [35]. Also, ways of stopping
abuse (like reporting or removing content) might be abused by attackers. In many cases,
technology creators need to evaluate these tradeoffs to determine when stopping abuse might
not be effective for users, when it is, and when/how to give users effective choices.

—Direct participation vs. limiting retraumatization in UX research. The act of evaluating technol-
ogy also involves tradeoffs. UX professionals are often taught to directly include representative
users as participants in research related to design efforts [13, 53]. However, at-risk users are
often survivors of trauma, and it is also important to limit retraumatizing them as part of
research and design efforts [11, 16]. Trauma-informed approaches [16] can help UX pro-
fessionals plan their research and design sensitively. It can also help for UX professionals
to weigh the tradeoffs of engaging at-risk participants versus alternative approaches [11].
Even so, UX professionals should not rely on direct engagement with at-risk participants in
exploring tactical questions pertaining to inclusive digital safety.

Wicked does not mean impossible; supporting users despite incomplete knowledge. Rittel andWebber
state that “[e]very wicked problem is essentially unique,” and directly applying prior solutions in
new contexts could be problematic [84]. However, we can begin compiling “good” practices to
benefit from what we and others have learned. This is a reason why it is valuable for us and others
in the field to both understand the wickedness of the problem and share what we have learned
toward designing for inclusive digital safety. In the following sections, we describe research insights
and then operationalize our experiential knowledge in frameworks, high-level design principles,
and examples in products, providing initial guidance to technology creators, even though what is
“perfect” or “best” may not yet be achievable.

2.2 Authors’ Backgrounds and Experience
The authors of this article all currently, or previously, worked at Google. Since 2015, we have been
conducting research and creating guidance, both at Google and with external collaborators, to help
improve digital safety for at-risk users.

When we began this effort in 2015, many of this article’s authors were consulting with product
teams about digital-safety-related UX. We were increasingly fielding questions about how a partic-
ular technology or feature could affect users who might not be considered “average” (e.g., political
dissidents and others whose accounts were being targeted by nation-states). The vast majority
of digital-safety research available for us to reference in the academic literature at that time was
focused on “general” users, with some notable exceptions (e.g., [2, 7, 62]). We saw a need to build
upon this work to better understand the digital-safety experiences of users whose needs might not
be adequately captured by research focused on “general” users.

To address this need, we founded the At-Risk Research Program within Google.3 This program
aims to better understand the digital-safety concerns, needs, and experiences of at-risk users to
help inform the design of technology and policy to improve their digital safety, and by extension,
the digital safety of all users. Our team includes the authors of this article (while they worked at

3Google offers a wide range of products intended for broad use, including e-mail, messaging, productivity tools, operating
systems, mapping, video, photo sharing, payments, and more.
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Google), a cross-functional digital-safety-focused expert group in roles spanning research; UX;
product management; privacy analysis and engineering; and privacy, safety, and security leadership.

We have conducted research involving numerous at-risk groups [24, 36, 37, 47, 60, 85–87, 92,
96] and engaged internal and external expert communities to raise awareness of our work and
infuse it with diverse perspectives. As of January 2025, we have 18 peer-reviewed published or
to appear on digital-safety research involving at-risk users, 13 of which were co-authored with
academics and/or non-profit staff from many different organizations (see Appendix A, Table A1,
for a list of publications from our At-Risk Research Program4). Outside of publication venues, we
have presented our research in more than 20 external talks to raise awareness (e.g., [18–22]). We
have also engaged with diverse experts across Google, including those specializing in particular
products, security engineering, privacy engineering, anonymization, research, the law, policy,
public relations, and ethics.

To make this research more useful within Google, members of our team have also worked to
translate foundational research into actionable insights that employees of Google (“Googlers”) can
use to tactically improve the digital safety of technology intended for broad use. For example, we
have consulted directly with numerous teams on specific product features, policies, and research
studies. As another example, we developed a class to help Googlers learn about at-risk users
and how they can support at-risk users’ digital safety in their work, which has been taught over
80 times, with more than 1,800 employees enrolled worldwide since March 2018.

In this article, we draw upon these experiences to share what we have learned about supporting
the digital safety of at-risk users, and we propose ways the research community might impact
technology intended for broad use with their foundational research involving at-risk users.

3 Understanding Inclusive Digital Safety through At-Risk Research
Here, we highlight insights pertaining to inclusive digital safety drawn from examples of our
research involving at-risk groups. Then, we cover related work on at-risk users and inclusive digital
safety from the broader research community.

3.1 Our Research Involving At-Risk Users: Insights about Inclusive Digital Safety
We have conducted research with many at-risk groups, revealing insights about inclusive digital
safety—that is, ways an optimistic view of “general” users do not adequately account for at-risk
users—summarized in Table 2 and described in this section. The example studies highlighted here
primarily used semi-structured interviews; methodology details, research artifacts, and ethical
considerations are provided in the papers cited in Appendix A (Table A1).
Survivors of IPA [60]. In 2015, collaborating with Community Overcoming Relationship

Abuse (CORA), we conducted research involving survivors of IPA to understand their digital-
safety motivations, practices, and challenges [60]. We found that survivors’ digital-safety needs
were different across three phases of abuse—when (a) under the physical control of their attacker;
(b) taking steps to escape their attacker; and (c) in a life apart from their attacker, with ongoing
privacy and security work to maintain safety and personal autonomy. In the physical control
phase, many survivors could not safely prevent their attacker from physically accessing their
devices or accounts. This insight has many implications for the role that “personal” devices play
in a user’s digital safety, such as: device locks cannot be depended on to keep all untrustworthy
4The program we describe in this article does not encompass all of Google’s research involving at-risk users. Other efforts
exist to support synergistic but different organizational goals, such as research from Google Research with people who are
transgender and non-binary [103], from Google Trust and Safety on image-based sexual abuse [97], and from Google Jigsaw
on online hate speech [58].
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Table 2. Example Insights about Inclusive Digital Safety Derived from Several At-Risk Groups We Have
Studied, and the Optimistic Viewpoints of General Users They Help Expand

At-Risk Group Studied Optimistic View of General Users Inclusive Digital-Safety Insights

Survivors of IPA [60] Devices are used by an individual who
completely controls their use

People in one’s household are largely
trusted

Some people cannot safely stop others
from accessing their devices or accounts

People in one’s household may not be
trustworthy

People living in transitional
homeless shelters [92]

People have reliable access to technology
(e.g., devices, Wi-Fi)

People will regularly have times of lower
stress in their life (e.g., to maintain tech-
nology settings)

Some people have higher risk of losing
their phone or service, and being locked
out of accounts

Some people live with chronic stress that
makes it harder to use technology

Women in South Asia [85, 86] People can safely share photos of them-
selves online

Most people will value privacy features
and settings

A photo a person shares of themselves
can be misused for harm

Some people prioritize openness and may
view “privacy” as conflicting with their
values

People involved with political
campaigns [24]

Organizations will have the time and ex-
pertise to set up robust security precau-
tions

Campaigns are transient, have tight time-
lines and budget, and often limited or no
IT staff

Content creators [87] People will enact digital-safety protec-
tions before they share content online

Creators face a range of threats, but many
only adopt protections after experiencing
a serious digital-safety event

others out of a user’s accounts; using a device as the key to accessing private information and
account settings can leave some users vulnerable to attack; and more. It also emphasizes the home
environment as potentially involving people who have malicious intent toward the user, which
helps technology creators consider abuse scenarios for an array of computing devices and accounts
used in the home. We also found that if the survivor escaped, the attacker could leverage intimate
knowledge in remote attacks, to gain access to accounts or harm the survivor in other ways. In
their life apart, survivors took great care to protect information that an attacker could use to find
and control them—like their contact information, coarse location, or even their employer. These
findings revealed how survivors in different circumstances—under physical control vs. living apart
from their attacker—had different digital-safety needs. For example, implementing two-factor
authentication (2FA) on their accounts may not keep their abuser from accessing their accounts
while a survivor was under the attacker’s physical control, but may be a top recommended security
action for those living apart from their attacker.
People living in transitional homeless shelters [92]. Also in 2015 with help from a non-profit

organization, we explored the digital-safety experiences of people living in transitional homeless
shelters, finding four types of challenging circumstances associated with financial insecurity that
impacted their digital safety—(a) limited financial resources, (b) limited access to reliable devices
and the Internet, (c) the need to cope with untrusted relationships, and (d) chronic stress [92].
For example, this group risked losing access to their phone or phone service if they could not
pay their monthly bill or their device was stolen while in an insecure housing situation, which
could lead to being locked out of their accounts if they had enabled 2FA tied to their device or
phone service. Providing back-up 2FA options (like Google’s 2-Step Verification backup codes),
easy-but-secure account recovery, and ways to educate and raise awareness of such options can
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help these at-risk users, as well as general users. As another example, chronic stress experienced by
this group highlighted the importance of ease of use, such as directed flows and easy reading levels.
Women in South Asia [85, 86]. Beginning in 2017, in collaboration with researchers at several

universities around the world, we conducted a qualitative study of (a) the online abuse experiences
and coping practices [85] and (b) perceptions and behaviors related to personal privacy on shared
phones [86], with 199 people who identified as women in India, Pakistan, and Bangladesh. The
results showed widespread experiences with online abuse among these South Asian women, and
perspectives toward privacy that differed culturally with Western users—for example, valuing
openness and viewing privacy as against their values. These results led to recommendations for
more culturally inclusive identity models and abuse reporting policies that account for different
sensitivities toward data. For example, content that would likely be seen as harmless in many
Western contexts—like a photo of a fully clothed woman—could be used to harass or extort women
in South Asia. Our results also suggested offering features to support what we might consider to be
privacy practices in ways that are not presented as “privacy” (helping to inform Safe Folder [98]).

People involved with political campaigns [23, 24]. Digital safety for people involved in politics may
be influenced by very different risk factors than the other groups we had studied up to 2019 [60, 85,
86, 92]. They are targeted by many types of attackers, including sophisticated nation-states [33],
hacktivists, and cybercriminals, and are often prominently known. We sought to understand digital
security experiences on political campaigns. Thus, we conducted research with people from across
the political spectrumwhowere still or had recently been involved with U.S. political campaigns. We
found that the unique threats, constraints, and work culture of this group differed from general users
and other at-risk groups we had studied, and left them vulnerable to technology-facilitated attacks.
In particular, a campaign’s transience, tight timelines and budget, and amorphous boundaries (e.g.,
with consultants, vendors, volunteers) led to sensitive data being kept in a plethora of personal
and work accounts, with ad hoc and limited adoption of strong passwords, 2FA, encryption, and
access controls. Participants were concerned about security threats from well-funded, sophisticated
attackers, especially nation-states.These findings highlighted how important it is for strong security
protections—especially strong 2FA, passwords, and multi-tenant accounts—to be easy-to-use across
provider accounts by professionals with limited technology expertise, time, and money. While such
security improvements could help many professional users, particularly those with limited or even
no IT support, the need for political campaigns was stark—an example of a “stress case” that we
discuss later. See Appendix B for an example of how some of these needs have been addressed by
Google Workspace [44].
Content creators [87, 96]. Content creators share their content on platforms such as Instagram,

TikTok, Twitch, and YouTube. Their prominence among an online audience, combined with the
social norms of accessibility and authenticity to that audience, contributes to the unique risks
they face. We explored their digital-safety experiences in two studies [87, 96], finding that attacks
were nearly universal among the creators studied, and they experienced a host of threats—toxic
content, stalking, doxing, impersonation, account security attacks, andmore—but most only adopted
protections after experiencing a serious digital-safety event. Also, toxic content was something
they dealt with regularly and often at-scale, using moderation tools as a key frontline defense.
These findings strongly indicated a need for education to raise awareness among new creators
of the threats they may face and the protections they should employ (leading to product impact
discussed in Appendix B on YouTube Creator Safety Center [106]). This was especially important
since many creators started with small audiences and shared personal information while they
perceived their risk to be relatively low, but were then unable to “take back” that information as
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their prominence grew. This finding helps demonstrate how any user can become at-risk as their
circumstances change.

3.2 Related Work: Research on Inclusive Digital Safety More Broadly
Inclusion in technology design is a growing area of research in the broader academic community
[17], including in privacy and security [83, 100]. Here, we outline related work in the Human-
Computer Interaction (HCI), Security, and Privacy literature on at-risk groups, syntheses across
at-risk groups, and frameworks to support inclusion in technology research and design.

3.2.1 Research Focusing on Specific At-Risk Groups. Since we founded the At-Risk Research
Program in 2015, the number of papers published in this space has dramatically increased (see the
review in [11], which included 45 papers from 2022, 34 from 2021, and fewer in earlier years). The
bulk of these papers seek to understand the digital-safety experiences of specific at-risk groups. For
example, studies have been conducted to understand the digital-safety experiences of survivors of
IPA [15, 38, 39, 48, 60], journalists [29, 63–65], people with disabilities [2–4, 49, 59, 81], refugees [91],
children [40, 41, 56, 66, 67, 70, 108], sex workers [10, 94], and more. Our review of at-risk research
cited 31 at-risk groups that had been the focus of recent studies [101].These studies collectively have
helped us examine a diverse set of risks, practices, and needs, providing a foundation for making
sense of the complexities of inclusive digital safety. They may also directly inform specialized
technologies (rather than the technology intended for broad use we have mentioned throughout
this article) aimed to support specific at-risk groups, for example, [1, 29, 99].

Studies of groups facing intersectional risks can allow for a rich examination of how multiple
intersecting identities, and risk factors can uniquely impact an at-risk user’s digital-safety expe-
riences. In recent years, researchers have advocated for attention to intersectionality in HCI and
computing, for example, [31, 34, 55, 82, 89, 105]. Intersectionality [26] considers how multiple
marginalized identities or circumstances can combine to create unique modes of discrimination.
This concept is important for inclusive digital safety because it highlights the importance of cap-
turing complex, realistic representations of users’ identities and relating them to their surrounding
context [89]. People have unique experiences influenced by their intersecting identities, which may
be impacted by many axes of privilege, domination, and oppression (e.g., racism, educationalism,
ageism, colorism, pro-natalism, and more) [31]. Attentiveness to intersectionality can also help
researchers examine why some individuals may be more susceptible to harm via technology-
facilitated abuse [61]. Relatedly, we have found that when a user’s risk factors intersect, they yield
new digital-safety risks or amplify existing risks [101]. Research with at-risk users that attends
to intersectionality could help extend our understanding of how users might experience risks.
Collectively, this literature emphasizes the continued need for foundational research focused on
specific at-risk groups, especially those with intersecting risk factors.

3.2.2 Supporting At-Risk Groups with Broadly Used Technology. Individual companies have
shared some ways they support specific at-risk groups in broadly used technology. Microsoft offers
Microsoft 365 for Campaigns [71] to help political campaigns and national party committees more
easily set up and afford the advanced security capabilities of Microsoft 365 Business. Facebook [73],
Twitter (now X) [72], and Uber [74] worked with the National Network to End Domestic Violence
to publish guides specifically for survivors of IPA on how to safely use their products. In general,
these offerings aim to help at-risk groups by raising awareness or improving the ease-of-use and
accessibility of safety features that support all users. This follows a principle that echoes a key
message in this article—supporting the digital safety of at-risk users helps to make technology safer
for everyone.
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Such decisions that impact safety in broadly used technology must be carefully considered with
a wide range of constraints and stakeholders in mind. While it is relatively common for research
papers reporting single-group studies to make design recommendations to support those users,
they often do not report an assessment of the impact on other at-risk groups or general users. In
general, there is a gap between the knowledge derived from research about a specific group and
improving inclusive digital safety in broadly used technology.

3.2.3 Syntheses and Frameworks across At-Risk Groups. While it is important for inclusive digital
safety to understand a wide variety of users’ digital-safety experiences, it can be difficult (and even
impractical) to apply the findings from such a large number of studies in practice. To help, a smaller
subset of emerging literature synthesizes existing knowledge to provide insight, frameworks,
and taxonomies pertaining to digital safety across at-risk groups. These resources can help make
research usable by practitioners, adding a basic structure to the ideas found across (potentially
many) studies, and better aligning with the wicked problem of supporting inclusive digital safety.

Scheuerman et al. [88] classified harm from online content into four types—physical, emotional,
relational, and financial harm—and provided a framework for evaluating the severity of these harms
using eight dimensions—perspectives, intent, agency, experience, scale, urgency, vulnerability, and
sphere. At-risk users can be identified by their elevated chances of experiencing these harms—at all
and potentially more severely—when compared to general users. The framework by Scheuerman et
al. provides a way to consistently assess the kinds of harms that are involved and their severity
when examining circumstances involving at-risk users. It is complementary to the frameworks we
have developed (described later in this article) and one we have used to discuss harms. Levy and
Schneier [57] focused on a class of privacy problems they refer to as intimate threats. Although
Levy and Schneier [57] describe intimate threats as applying to anyone, these threats often apply to
at-risk users—as we found when developing our At-Risk Framework (Section 4.2), which includes
three relationship risk factors (relationship with the attacker, reliance on a third party, and access
to other at-risk users) [101]. In our own prior work (in collaboration with several academics),
we have synthesized the literature to define a taxonomy of hate and harassment attacks [95] and
recommend strategies for safer research involving at-risk users [11]. Also while working with
academic collaborators, we have studied how people with different backgrounds (e.g., people who
identify as LGBTQ+, young adults) reacted to toxic content [54].

In this article, we expand this literature by discussing two additional frameworks which have been
pivotal to our efforts within Google regarding inclusive digital safety—(1) The At-Risk Framework
(Section 4.3) simplifies how to consider many digital-safety risks to at-risk users (previously
published in [101]), and (2) The User States Framework (Section 4.3) facilitates empathizing with
and supporting users’ needs—with an emphasis on considering the emotions they are likely to be
experiencing—regarding digital-safety events.

3.2.4 Approaches for Inclusion in HCI and Frameworks in Other Fields. Several orientations
and approaches have been proposed for the creation of more equitable and inclusive technology.
Aligned with this work, Wang [100] called for inclusive security and privacy, highlighting the
need for guidance and community building among researchers and practitioners working in this
space. Renaud and Coles-Kemp [83] built on the idea of inclusive security, analyzing how barriers
to accessibility can contribute to security vulnerabilities, especially for people with a variety of
disabilities. Both works acknowledge the complexity of designing for a wide variety of security
needs and call for future work.

Also related, trauma-informed computing [16] raises awareness for widespread experiences
of trauma among users and proposes principles for how to approach design to mitigate tech-
facilitated harm to these users. Social justice-oriented design [28] proposes a set of sensitivities
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and commitments technology creators can adopt to promote more equitable technology, especially
when they impact complex political issues. Bardzell [9] discusses a set of feminist interaction design
qualities, which align with central tenets of our situated work. For example, “pluralism” involves
“encouraging a constructive engagement with diversity, and embracing the margins both to be
more inclusive and to benefit from the marginal as resources for design solutions” [9]. Likewise,
we have adopted an emphasis on understanding the diverse digital-safety needs of at-risk users
and have found in practice that supporting them can mitigate key threats to at-risk users while
benefiting all users. Aligning with other feminist design qualities, our work has also incorporated
the participation of a wide range of at-risk groups, experts, and related stakeholders; emphasized
transparency and clarity in our design principles; sought to balance diverse needs while advocating
for the digital safety of at-risk users; and incorporated human emotion into our frameworks and
resources.

The four states in our User States Framework (Section 4.3) are related to frameworks in disaster
(or emergency) management [5], a well-established field with decades-old literature describing
response to emergencies. The purpose of disaster management is to “[protect] communities by
coordinating and integrating all activities necessary to build, sustain, and improve the capability to
mitigate against, prepare for, respond to, and recover from threatened or actual natural disasters,
acts of terrorism, or other man-made disasters” [32]. Relevant disasters include an earthquake,
hurricane, flood, wildfire, pandemic, aircraft crash, bridge collapse, terrorist attack, or other emer-
gency situations that impact society. A commonly referenced disaster management framework by
Alexander [5] defines the following phases of a disaster: mitigation (“all actions designed to reduce
the impact of future disasters”), preparation (“actions taken to reduce the impact of disasters when
they are forecast or imminent”), response (“emergency actions taken during both the impact of a
disaster and the short-term aftermath”), and recovery (“the process of repairing damage, restoring
services, and reconstructing facilities after disaster has struck”). An expectation in the field is
that stakeholders would follow an emergency plan, starting at the beginning with mitigations,
then through the remaining phases as needed. The audience for disaster management is broad,
including governments (at local, regional, and national levels), international bodies, private sector
organizations and facilities, public infrastructure facilities, heritage sites, and more [6]. Other
fields—like crisis communication [25] and cybersecurity crisis management [27]—have adapted
and applied this disaster management framework and accompanying ideas within their domains.
Although informed by this prior work, our User States Framework (Section 4.3) differs, in part,
because it was developed for a different subject (at-risk users), purpose (improving digital safety
for at-risk users), audience (tech workers and researchers), domain (HCI, Security, and Privacy),
and is not intended to be linear.

4 Applying At-Risk Research: Frameworks and Design Principles
Research that focuses on understanding the digital-safety needs of different at-risk groups, and
how those needs relate to the needs of general users, can provide a powerful foundation toward
designing for inclusive digital safety. In this section, we share two frameworks and a set of design
principles we developed to help tech workers apply such research and approach this wicked problem
in practice, beginning with how we created them.

4.1 Method
4.1.1 At-Risk Framework. Drawing on an emerging body of peer-reviewed research involving

at-risk groups, wewanted to explore the similarities and differences pertaining to the groups’ digital-
safety experiences. Working with researchers from the University of Maryland, we systematically
identified and reviewed 95 papers from the HCI, security, and privacy research communities that
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were focused on the digital-safety experiences of different at-risk groups. We inductively developed
a codebook to analyze what factors were known to contribute to a user’s digital-safety risk, the
practices they employed to protect themselves, and the barriers that got in their way of enacting
effective protections. We then coded the 95 papers in our dataset and analyzed the data for themes
to create the At-Risk Framework.5 Our paper [101] provides a more detailed description of the
method we employed. We later applied findings from this foundational research effort to help
practitioners create safer technology by simplifying how they might consider the many known
risks users experience, at scale, in their work.

4.1.2 User States Framework and Design Principles for Inclusive Safety. Following our early studies
with at-risk groups, we wanted to create actionable resources to help practitioners empathize with
at-risk users and apply what research had shown about the digital-safety experiences and needs
of at-risk users in product design. We drew on principles from design thinking [13], which can
help designers cope with wicked problems [14]—this includes practicing empathy for users, paying
close attention to “extreme” (in our case, at-risk) users, involving multiple disciplines from the
start, accounting for business constraints, communicating with tech workers about the ideas, and
iterating [13]. With this approach, our focus was not on academic rigor, which is a limitation. We
instead emphasize that we wanted to make meaningful, positive progress on a wicked problem,
do not consider this framework or design principles to represent “best” practices, and continue
to iterate as we learn more. The value of the resulting framework and design principles has been
demonstrated through their use in practice over many years to support at-risk users’ digital safety
(described more in Section 5 and through examples in Appendix B).
Data: Sources of knowledge about users and practical needs. To identify cross-group themes

related to digital safety, we started with the results from our early studies of several at-risk
groups—survivors of IPA [60], people living in transitional homeless shelters [92], homeless youth
[104], content creators, and NGO staff supporting media activists. We also drew from known
threats (e.g., hate and harassment in online comments) that members of our team or the experts
we consulted with had worked to understand and design features around. Finally, we reviewed
UX flows (i.e., the path through the user interfaces for a task) that users could deploy to cope with
digital-safety threats (e.g., changing privacy settings, going through account recovery). We have
iterated on the framework and principles over time, drawing on findings from all of the studies
listed in Appendix A (Table A1).
Process: Developing, applying, and iterating on the framework and design principles. Core to our

practical approach was (1) collaboration among experts and stakeholders across disciplines and (2)
iterative improvement over time. The User States Framework and Design Principles for Inclusive
Safety were developed by a team of experts (see Section 2.2), and updated with feedback from
an extended group of stakeholders—including UX Researchers, Designers, and Writers; Product
Managers; Software Engineers; Privacy Engineers; Lawyers; and more. Collectively, this group
knew not only about user needs but also what product teams need and constraints such teams
must consider.

We began using the earliest of the sources described above in 2015 with six researchers and
designers, from across the company, discussing and developing a description of at-risk users, why
it is important to design with them in mind, examples of their experiences and challenges, and
initial design considerations. Structured by these ideas, two of these team members met regularly to
examine and discuss common themes in the sources described above. These common themes were

5While systematically created, our dataset was not exhaustive of all relevant papers, may not report all challenges each at-risk
group actually experiences, and (reflecting the sampled literature) skewed heavily toward Western—and predominantly
U.S.—populations.
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organized to represent users’ experiences and needs surrounding digital-safety events, focusing on
what would be important to UX Designers (i.e., our initial target audience). Other team members
were regularly consulted during this time to ensure agreement with this analysis of common
themes. Feedback was also incorporated from multiple tech workers who were experts in UX,
digital safety, and/or at-risk users (beyond the core team), to improve the relevance of the analysis
to tech workers. From these discussions and the documentation of common themes, we developed
the user states (detailed below) of Prevention, Monitoring, Active Event (originally Crisis [52]),
and Recovery.

In discussions, we “tested” the User States Framework against knowledge of specific groups
from research results—for example, we walked through how a content creator might experience
a digital-safety threat and then evaluated the framework definitions and structure to refine it.
Once we had a solid framework that reasonably represented the at-risk groups from our re-
search, we focused on developing relevant design principles and improving the effectiveness of
how the user states were presented to product-focused teams. We first published the user states,
design principles, and examples from products that demonstrated each design principle within
Google in 2017.

The framework and design principles were then vetted and refined iteratively over time, based on
new research (both ours and from the literature), use in practice, and use in the research process. For
example, in a recent study we conducted with researchers from the University of Washington, we
used the User States Framework in a qualitative analysis of image-based sexual abuse help-seeking
requests on Reddit, identifying themes related to when and in what emotional state posters sought
help [102]; we then updated the framework with what we learned during that analysis. We have
also stress tested the framework and design principles over time in digital-safety consultations with
product and policy teams. For example, see Appendix B for how specific products—who worked
with us about how at-risk research could inform features in their products—exemplify certain
design principles.

4.2 At-Risk Framework: What Puts Users at Risk?
TheAt-Risk Framework outlines 10 factors that are known to heighten risk for users (across groups)
[101].6 These risk factors are temporary or ongoing circumstances that increase a user’s chances of
being targeted by, or experiencing disproportionate harm from, a tech-facilitated attack.The At-Risk
Framework should help scale how technology creators consider and mitigate users’ digital-safety
risks in technology intended for broad use; we posit that it is much easier for technology creators
to consider 10 common risk factors than it is to think about the risks experienced by many at-risk
groups. The 10 factors resulting from our analysis that can elevate a user’s risk are as follows:

—Legal or Political Factors. Heightened risk of government, political, or legal scrutiny or regu-
lation, potentially including sophisticated attacks from nation-states. For example, activists,
journalists, political campaign workers, political dissidents, refugees.

—Marginalization. Pervasive negative treatment or exclusion due to an individual’s identity
attributes or life experiences, from a broad potential set of attackers. For example, LGBTQ+
people, marginalized racial groups, people with disabilities.

—Social Norms. Informal rules that govern behavior in society. Some norms restrict options for
an at-risk user and differ from the expectations of technology creators—especially mismatches

6These 10 risk factors are not exhaustive and may be expanded in future research. The At-Risk Framework also includes
practices at-risk users are known to take in an attempt to protect themselves and the barriers that get in their way of
enacting effective safety protections (see Warford et al. [101] for more on those elements of the framework).
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regarding an individual’s agency, device ownership, or privacy expectations. For example,
women in repressive regions, children and teens, refugees.

—Relationship with the Attacker. A personal relationship with an untrustworthy person may put
the user at risk of attacks that take advantage of personal knowledge of the user, physical
access to the user or their devices, or relational power dynamics. For example, survivors of
IPA, people with low socio-economic status, survivors of trafficking.

—Reliance on a Third Party. By providing needed or digital-safety-focused help or care, a third
party can (sometimes inadvertently) contribute to risk from the third party, through the third
party, or an attacker impersonating the third party. For example, children, older adults, people
with disabilities.

—Access to Other At-Risk Users. Having access to an at-risk user can make the individual with
that access become at-risk themselves, as it increases the risk of stepping-stone attacks aimed
to access or harm the other at-risk user. For example, teachers, journalists, NGO staff, family
members of political candidates.

—Prominence. Standing out in a population, because they are well known publicly or have
noticeable attributes (e.g., outspokenness, attractiveness), can expose an individual to a variety
of attacks and amplify other risks. For example, activists, political campaign workers, content
creators, journalists.

—Resource or Time Constraints. Atypical constraints related to either access to resources (e.g.,
money, devices, connectivity, accessible technology) or time to cope with threats can elevate
risk and/or decrease one’s ability to respond to risk. For example, people with low socio-economic
status, political campaign workers, emergency room staff.

—Underserved Accessibility Needs. An accessibility need (e.g., due to a disability, neurodiversity,
language barrier, or developmental maturity) unmet by technology can contribute to anxi-
ety of and susceptibility to attacks. For example, children and teens, people with disabilities,
undocumented immigrants.

—Access to a Sensitive Resource. Having access to a privileged resource (e.g., financial accounts,
proprietary knowledge), often as part of a profession, increases the risk of attacks aimed to
co-opt access. For example, journalists, emergency room staff, political campaign workers, real
estate agents, people with high socio-economic status.

These risk factors have important implications for how users experience risk and the support
they need mitigating those risks in technology, which we build upon in the following sections.

4.3 Users States Framework: How Do Users Experience Digital-Safety Risks and Events?
TheUser States Framework is intended to help technology creators design safer products and policies
by accounting for users’ emotional reactions and needs due to (the risk of) digital-safety events.
We have been using and improving this framework for nearly 10 years to train others, analyze
data, and inform technology creation within Google.7 The framework’s four states—Prevention,
Monitoring, Active Event, and Recovery—outline the user’s expected needs and emotional state of
mind before, during, and after digital-safety events (e.g., account hijacking, doxing, harassment,
surveillance, content leakage, and more). Figure 1 depicts the framework; each of the four states is
described below.

Although we developed the User States Framework based largely on findings from at-risk
research, we believe that it applies to all users since anyone can experience (or be concerned
about) a digital-safety event. Prior work has shown that digital-safety events are stressful (or even
panic-inducing) for general users and spur activities to resolve the event (similar to our Active
7The User States Framework has been used as an analysis tool by us and others at Google.
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Fig. 1. User States Framework. The four user states describe at-risk users’ (and likely all users’) expected
needs and emotions when responding to digital-safety risks and/or events. Note that the order of these
states is not fixed or sequential (see Section 4.3.5), and not all users who experience or are concerned about a
digital-safety event will go through all, or even most, states.

Event state) [8]. Likewise, the design principles we associate with the user states were developed
to help all users, with at-risk users likely to benefit most given their elevated risk of harm.

4.3.1 Prevention. Users in the Prevention state aim to minimize their future exposure to digital-
safety events. Users tend to engage in prevention when their stress levels are at a steady state, typical
of times they are not actively coping with or recovering from a digital-safety event, unless they are
feeling threatened.8 Such users may think about prevention after receiving a recommendation to
take action from a news article, a friend, or a training from their employer, or they may think about
prevention after realizing that their circumstances may be changing in a way that puts them at
higher risk (e.g., starting a new job or ending a relationship). Some users may engage in prevention
after they or someone they know experiences an event, with increased awareness of the risks and
motivation to avert further harm.

During Prevention, users aim to perform actions they hope will lessen their chance of expe-
riencing a tech-facilitated attack. For example, a user might set up or strengthen 2FA on their
accounts, accept or reject permissions requested by an app, modify digital-safety-related defaults
while creating an account, change account privacy or security settings, set up a password manager
to help them use strong and unique passwords across their accounts, delete content they have
shared online, and more. Tech workers can support users in Prevention by making these tasks easy
to find and complete, giving users options to suit diverse digital-safety concerns, and more covered
in Section 4.4.

4.3.2 Monitoring. In theMonitoring state, users watch for signs of potential digital-safety events.
Users in this state will likely feel low to typical stress levels, unless they are in the Monitoring state
because they feel threatened. Monitoring can overlap with Active Event or Recovery—after a user
experiences an event, a typical response is to vigilantly monitor for more to occur. For example,
after explicit images portraying them were non-consensually shared, survivors commonly looked
for the images to be shared in new contexts or for additional images to be shared [102]. When
Monitoring overlaps with higher stress user states like Active Event or Recovery, it also becomes
higher stress.
8There are exceptions where user stress will be higher than expected during Prevention, for example, if they are experiencing
overlapping digital-safety events or are engaging in prevention to counter a (perceived) threat. Also, users may experience
a “new normal” of higher stress after experiencing a digital-safety event(s). In addition, some at-risk groups experience
baseline stress levels that are always relatively high due to challenging circumstances [60, 92].
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Users in the Monitoring state can be supported by technology that lets them easily keep track
of their online presence (e.g., via their accounts, devices, mentions on social media) and readily
identify signs of an attack (e.g., alerts of changed security or privacy settings, account lockout, toxic
content, image abuse, surveillance). Monitoring actions a user may take include checking their
settings to ensure that only trusted devices have access to their account, viewing their account
activity, checking privacy and security settings, scanning for tracking devices, reviewing email
notifications for privacy and security setting changes or new sign-ins, turning on alerts, auditing
previously shared social media posts and profiles, or looking for content posted by others about
them online.

4.3.3 Active Event. In the Active Event state, users recognize that they are experiencing a tech-
facilitated attack (or attacks)—such as cyberstalking, online impersonation, account hijacking,
harassment, and more [95]—and often want to stop it.9 Users in this state are probably experiencing
much higher than their normal amount of stress, even to the point of panic. This stress can make it
hard (or impossible) for users to think rationally or take the actions needed to alleviate the situation.
Some users start the Active Event state confused and worried—suspecting something is wrong and
trying to understand it—and their stress may increase as they learn more. Users in this state can be
supported by helping them understand what is happening, providing practical guidance to stop
the attack, making designs especially easy to use for users who are experiencing high levels of
stress or panic (including helping them prioritize what to do and avoiding overwhelming them),
and being considerate with terminology and visuals to avoid exacerbating stress. Tasks users might
perform in this state include reaching out to people they trust (online or in person), searching for
help on what to do, changing their account password, restricting access to their content, trying to
get content about them that has been shared by a third-party taken down, and blocking or muting
an online harasser.

While we expect most users in the Active Event state to prioritize stopping the attack, some
at-risk users’ circumstances may make it difficult or problematic to do so. In these cases, a user
may want to know about the attack and/or monitor its progress, but not actually take action to
stop it. In some cases, stopping an attack could lead to worse outcomes, as discussed in Section 2.1.
A user may also be unable to stop an event, because they do not know how (e.g., they are being
surveilled from an unknown device or mechanism) or there is no mechanism to do so (e.g., personal
information or images leaked on the Internet or sent through messaging may be impossible to
“take back” [87, 102]).

4.3.4 Recovery. In the Recovery state, users have stopped the event, the event ended through
other means, or they have determined that they are unable to (or should not) stop the event and are
ready to learn about what they can do. Recovering users often want to determine what went wrong,
fix the damage caused, and cope with ongoing trauma. Recovery tasks may include restoring an
account; creating a new identity; reporting abuse; contacting others or communities for support;
learning about how to prevent this or other types of events in the future; and more.

People in Recovery may have calmed somewhat from the fear or panic of the Active Event
state, but are likely still experiencing higher than normal stress and ongoing trauma. Users in
the Recovery state can be supported by making relevant user interfaces clear and actionable,
encouraging prevention tasks to lessen the risk of future events, and facilitating monitoring tasks if
the user is worried about the potential for additional attacks, and more covered in Section 4.4. For

9Note that users may be subject to an active attack they are not yet aware of. For the purposes of the User States Framework,
a user is not in the Active Event state until they are aware (or suspect) they are being attacked, since this framework focuses
on what the user knows, feels, and needs.
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technology creators, it can be beneficial to adopt trauma-informed design approaches [16] to help
account for the emotional needs of users in all states, and especially when the user is experiencing
or recovering from an event.

4.3.5 Diverse Paths through States. Users may take diverse paths through these states due to
their contexts (e.g., threats, resource constraints, past experiences, and more). The order in which
a user experiences these states is not fixed or sequential, and some users will not experience all
or even most of the states. For example, a user might start with Prevention and never experience
an Active Event. Or they might start with an Active Event, move to Recovery, and then decide
they need to set up Prevention. This latter path was common for content creators [87], many
of whom did not enact preventative measures until after experiencing a serious digital-safety
event. Alternatively, a user might start in the Active Event state, get stuck or abandon the affected
technology, and not go through any of the other states.

A user may also experience attacks that are simultaneous, in quick succession, or overlapping,
making the boundaries between states hard to distinguish. For example, content creators described
exposure to toxic content as a frequent and sustained attack they coped with cumulatively over
time [87]. Recovering from and preventing such sustained attacks often did not involve stopping
the attackers entirely, but instead slowing them (e.g., with moderation tools or blocking features)
and developing a “thick skin” to emotionally cope. Such overlapping attacks blurred the states,
with moderation tools being used to both stop active attacks and prevent future ones.

The timelines for each state can also vary. At-risk users are often simultaneously dealing with
competing priorities, such as physical safety, figuring out how to pay for necessities like food
and shelter, working with law enforcement, and so on. For example, people living in homeless
shelters described that it could take them years to recover from attacks—like identity theft or
online scams—due to a lack of time and monetary resources [92]. As another example, a user who
experiences a severe event or multiple events (such as survivors of IPA [16, 39, 60]) may need
more time to stop the event(s) and recover, take time to set up a more extensive set of prevention
mechanisms, and/or be primed to put more effort into ongoing monitoring. As yet another example,
survivors of recorded sexual assault sometimes described ongoing emotional trauma and extended
timelines before reaching out for help to recover [102].

4.4 Design Principles for Inclusive Digital Safety
Frameworks like those described above can be helpful for understanding the structure of key ideas
from research, and design principles can help tech workers get started applying these ideas with
more concrete building blocks for design. Operationalizing the risk factors and user states presented
above, we share design principles—outlined in Table 3 and expanded in Appendix C.3—intended for
technology creators to use to help improve digital safety and maintain usability for all users, while
providing substantial benefit to at-risk users. We have refined these principles over the years as we
have used them in classes and consultations within Google. Following our discussion of inclusive
digital safety as a wicked problem (Section 2.1), note that these principles do not address all safety
concerns, are not intended to be prescriptive, and require considerable thought to translate into
safe,10 effective, and workable solutions.

These design principles help address select digital-safety challenges documented in prior at-
risk research, focusing on those with implications for technology and oriented toward making
progress on a wicked problem. Examples of these challenges are shown in Table 3. For instance, the
challenge, cannot reasonably stop others from accessing their devices or accounts, is especially relevant
10For example, when designing solutions such as controls or warnings, it is important to consider that an attacker may have
compromised a user’s accounts or devices.
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for users with the risk factors social norms and relationship with the attacker, among others (Table 3).
Some women in South Asia faced both of these, with family members (such as a mother-in-law,
husband, or brother) who tended to monitor their devices and accounts [86]. This monitoring may
be intended, for example, to protect the woman or observe her behavior online. This challenge has
design implications—e.g., provide private spaces on shared devices, which applies in the Prevention
state (Table 3). A product feature that exemplifies designing for this challenge is Safe Folder [98],
which provides users with a private place to store files on a shared device.

Referring to Table 3, the design principles are organized by the four user states—Prevention,
Monitoring, Active Event, and Recovery—because they align with users’ needs and emotions in each
state. For example, provide safety education is a design principle for the Prevention state, suggesting
that technology creators consider how to help users (or their allies) learn about protections they
can set up while they are likely in a relatively calm state of mind. They are less likely, for example,
to spend time with educational content when experiencing high stress from an Active Event,
especially if the content does not clearly and directly advise on their particular circumstance in a
simple way.

Also listed for each principle are the challenges and risk factors for which they should be especially
beneficial. As an example of a design principle, safety education is expected to be helpful for all
users, but especially for at-risk users who face the challenge of sophisticated and/or motivated
attackers—like those with the risk factors legal or political, prominence, relationship with the attacker,
or access to sensitive resources. Another challenge for these at-risk users is that they may not have
the knowledge needed to counter the sophisticated, repeated, and diverse attacks associated with
their risk factors. This design principle is exemplified by the YouTube Creator Safety Center [106],
which offers safety education for content creators who experience the prominence risk factor (see
Appendix B for more on this).

As another design principle example, design for strong digital safety by default involves consid-
ering how default settings for a technology could affect user security, privacy, and digital safety
(for both general and at-risk users). Product defaults are important for anyone since users may
not modify them. But they are expected to be especially beneficial for at-risk users with risk
factors legal or political, prominence, relationship with the attacker, or access to sensitive resources,
because they may not have the knowledge needed to counter sophisticated or motivated attackers.
For example, Security Templates in Google Workspace [44] provide default settings of existing
Workspace security features that are easily deployable by campaign workers who have the legal or
political risk factor and need robust security protections (see Appendix B for more on this).

As a final example, the make data sharing transparent principle aims to make it hard for an
attacker to access a user’s information or activity without the user’s awareness by providing
enhanced transparency across multiple channels, such as via indicators when data are being shared,
e-mail reminders (or other notifications) at random intervals, or notifications on multiple surfaces.
Such transparency should be beneficial to all users, especially those who are more likely targeted
with surveillance tactics—like those with the risk factors relationship with the attacker, reliance on a
third party, and social norms. For example, the Location Sharing function in Google Maps offers
enhanced transparency through regular e-mails informing users when location sharing is “on,” sent
at random times to hopefully increase the chance that a user would see the e-mail without it being
intercepted by an attacker who has access to the user’s account (see Appendix B for more on this).

See Appendix C.3 for a definition of each design principle in Table 3. Technology creators should
consider these principles along with other constraints that may apply to broadly used technology,
including (but not limited to) legal and regulatory requirements, how particular solutions function,
usability, utility, and more. For example, a technology’s utility is likely to be a top priority for many
users, whereas safety features are sometimes better designed to be available, but unobtrusive, until
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Table 3. Design Principles for Inclusive Digital Safety, Organized by User State

Expected to help all users, but especially users with these challenges and risk factors
User State Design Principle Challenges Risk Factors

Prevention Provide digital-safety education Knowledge of risks and digital-safety options is
limited

Targeted by sophisticated or motivated attackers

−Legal or political
−Prominence
− Relationship with the attacker
−Access to sensitive resources

Make digital-safety options easy to
find

Setting up digital-safety options competes with
other urgent priorities

Knowledge of risks and digital-safety options is
limited

−Relationship with the attacker
−Legal or political
−Prominence
−Resource constrained

Design for strong digital safety by de-
fault

Knowledge of risks and digital-safety options is
limited

Targeted by sophisticated or motivated attackers

−Legal or political
−Prominence
−Relationship with the attacker
−Access to sensitive resources

Provide multiple digital-safety op-
tions, especially ways to delete

Safety concerns are contextual

Cannot reasonably stop others from accessing
their devices or accounts

−Relationship with the attacker
−Reliance on third party
−Social norms
−Legal or political

Provide private spaces on shared de-
vices

Cannot reasonably stop others from accessing
their devices or accounts

−Relationship with the attacker
−Social norms
−Resource constrained

Reduce the size of security updates Unable to avoid using an older device −Resource constrained
−Legal or political (in some geos)

Consider supporting older devices and
OSs

Unable to avoid using an older device −Resource constrained
−Legal or political (in some geos)

Let users trade functionality for digital
safety

Targeted by sophisticated or motivated attackers −Legal or political
−Prominence
−Relationship with the attacker

Monitoring Show the reach of info the user shares
online

Copes with toxicity or privacy concerns when
participating online

−Marginalization
−Prominence
−Relationship with the attacker

Make data sharing transparent Targeted with surveillance tactics −Relationship with the attacker
−Reliance on third party
−Social norms

Show digital-safety controls in rele-
vant places

Knowledge of risks and digital-safety options is
limited

−All

Warn about potential digital-safety
concerns

Knowledge of risks and digital-safety options is
limited

−All

Active Event Help users understand what is hap-
pening and show help info in context

Users are panicked −All

Provide a clear recommended action
to stop the event, if possible

Users are panicked −All

Tailor help info to the user’s device
and OS

Unable to avoid using an older device −Resource constrained
−Legal or political (in some geos)

Active Event
and Recovery

Design for users experiencing high to
extreme stress

Users are panicked or traumatized −All

Recovery Provide redundancy in digital-safety-
critical flows, especially account re-
covery

Does not have consistent access to technology
(e.g., a personal device, phone number, or Wi-Fi)

−Relationship with the attacker
−Resource constrained
−Legal or political

Use trauma-informed approaches Users are traumatized −Relationship with the attacker

Set clear expectations when users take
a digital-safety action

Users are traumatized −All

Provide recommendations for the fu-
ture

Setting up digital-safety options competes with
other urgent priorities

−All

Knowledge of risks and digital-safety options is
limited

These design principles are aimed to elevate digital safety for all users, but should be especially helpful for at-risk users. The design principles are initial

building blocks for technology creators, but do not address all digital-safety issues, are non-prescriptive, and require careful thought to translate into safe,

effective, workable solutions.
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there is a need. Overall, these design principles can be used as an initial set of building blocks for
technology creators that, at a high level, account for some of the diverse safety needs across general
users and various at-risk groups.

5 Communicating with Practitioners about Inclusive Digital Safety
In this section, we share lessons learned from how we help tech workers use the frameworks and
design principles described in Section 4, as well as build empathy for at-risk users (from research,
such as the examples in Section 3). This includes how to communicate effectively to practitioner
audiences via actionable and concrete educational programs and with framing for different roles
(e.g., engineers, product management), and the need to spend extra time and involve experts when
conducting work that involves people from at-risk groups. We derived these lessons from our
efforts over the past 9+ years of training and consulting with tech workers on products and policies.

5.1 Actionable and Concrete Deliverables Practitioners Can Use
The ideas presented in research papers can have more impact on products and policies if they are
translated into deliverables and services that are readily usable by practitioners. To communicate
research on inclusive digital safety to practitioners, we have translated the ideas into a live class,
self-serve educational materials, and consulting services where we work directly with teams.

Our live class (mentioned in Section 2.2) introduces tech workers to who at-risk users are,
covers the User States Framework, and presents select challenges and design principles from
Section 4. We communicate these ideas by adding concrete examples—including user archetypes
and example solutions. The user archetypes are hypothetical examples of at-risk users, based on
research, meant to help attendees empathize with these users, their emotional states, and needs—see
Appendix C.1 for examples of five user archetypes from our class. The example solutions describe
specific examples of products that demonstrate the design principles in Table 3—see Appendix B
for three example product solution descriptions. Feedback from class attendees confirms that tech
workers find these elements of the class valuable, because they are motivating, add concreteness,
and make the class content relevant to their work.11

We also offer self-serve educational materials that Googlers can review on their own, which
provide guidance relevant to understanding, designing inclusively for, and conducting research
involving at-risk users. And since we started the At-Risk Research Program in 2015, we have
offered consulting services for Googlers aimed to elevate inclusive digital safety in their particular
projects, whether in research, product, or policy contexts. Any Googler can reach out for help about
supporting at-risk users and inclusive digital safety. Our consulting team includes experts in the
digital safety of at-risk users plus other areas: UX, privacy engineering, product management, and
various products; in some cases, we have connected Googlers directly with NGOs for additional
expert input. A network of relevant experts and consulting teams across the company know about
our consulting services and refer teams to us. We have also promoted our services on e-mail groups.
A range of product and policy teams across Google have sought advice from our consulting team.
As we have discussed, inclusive digital safety is a wicked problem and best practices do not yet
exist, so this consulting effort still requires time from experts to develop each one-off solution, and
even then, the “right” solution is not always clear.

11Attendees could respond to a survey after taking the class, and 1,034 people have responded in total. Of respondents,
94.4% agreed or strongly agreed that “Overall, this experience was worth my time,” indicating positive reactions to what
they learned. Respondents to the class survey could also optionally write feedback about what they found most valuable
about the class. The 105 people who wrote a response most commonly noted the value in (a) developing an awareness of
at-risk users, (b) the user archetypes as examples of at-risk users, (c) the User States Framework (Prevention, Monitoring,
Active Event, Recovery), and (d) the technology design examples that illustrated solutions to user challenges.
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5.2 Communicating to Different Audiences
Support for at-risk users and inclusive digital safety is a wicked problem that requires many sectors
and expert perspectives. To effectively engage these audiences, research knowledge and recom-
mendations should be tailored to the various practitioners involved, when possible. For example,
our peer-reviewed research papers are not targeted at software engineers, product managers, or
other product or policy roles; rather, we have had to translate those research findings into materials
that resonate with practitioner audiences. Here, we share examples of specific framings that have
often been effective for two key audiences: software engineers and decision makers (like product
managers and team leads). While this is not exhaustive of all relevant roles (e.g., we do not cover
legal and regulatory requirements, policy makers, public relations), it provides an introduction to
communicating to practitioners in this complex space.

Stress cases, not edge cases. To communicate with software engineers, we have learned to reframe
talk of at-risk users’ needs being “edge cases”—as may be a common instinct on tech teams, but
suggests niche concerns—and toward the concept of “stress cases” to increase product resilience
considering the risk factors, attacks, and challenges diverse users face. Stress tests are commonly
known to software engineers for testing the robustness and reliability of a system under heavy
loads. In the context of at-risk users, stress cases challenge how digital safety is handled and
highlight potential abuse issues, helping teams make safer product and policy designs for everyone.
Importantly, focusing only on general users could miss key needs of at-risk users, while ensuring
designs can handle stress cases involving at-risk users helps users with a broad range of risk. We
have found this framing to be very effective for tech workers, especially those in technical roles.
See Appendix C.2 for details on how we use stress cases in technology creation.
Reframe the user base. To better support at-risk users, it helps to reframe broad user bases for

decision makers and product managers by explaining why at-risk groups’ needs are pervasive
and that designing for-risk user needs early-on can improve actual and perceived digital safety
for all users, dispelling the misconception that it would result in niche designs. To this end, we
commonly give examples of “general” users who benefit from digital-safety features highlighted
by at-risk user needs: for example, supporting prominent content creators as they manage toxic
comments can help anyone whose content is unexpectedly seen by more people than intended.
Not only can any user become at-risk at some point, but digital-safety features can help users feel
safer and better protect themselves. Additionally, we emphasize that at-risk groups are not niche
groups—they make up a substantial portion of a broad user base. It can help to present numbers
that represent the size of different at-risk groups where possible—such as the WHO estimates that
1 in 3 women worldwide who have been in a relationship have experienced physical or sexual
violence by an intimate partner [78]; the U.S. government estimates that 37% of U.S. adults would
not be able to easily access $400 [76]; the World Bank estimates that in 2022, 3.6 billion people
worldwide lived on less than $6.85 per day [46]; the WHO estimates that 1 in 6 people worldwide
(i.e., 1.3 billion people) experience significant disability [79]; the United Nations reports that, in
2021, 1 in 10 people worldwide were over the age of 65, and this population is expected to grow
to 1 in 6 people by 2050 [75]; and many more at-risk groups have been documented [101]. These
numbers help dispel worries that at-risk user digital-safety challenges are niche concerns, making
a strong case that it is important for teams to understand and actively support their needs.

5.3 Interventions That Support At-Risk Users Require Time and Expertise
Research, policy, and technology designs that can impact at-risk users tend to require more time
and expertise to plan and execute safely [11]. We emphasize these points when communicating
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with practitioners, as a way of setting expectations for how tech workers should approach the
problem, as follows:

Foremost, we suggest that tech workers work with trusted experts when designing interventions
(e.g., research, technology, or policy) that are likely to impact at-risk users’ digital safety [11].
Experts can help assess an intervention’s risks to at-risk groups, determine appropriate digital-
safety mitigations, co-design interventions, facilitate interactions with at-risk groups to evaluate
interventions, help communicate to and from at-risk groups, and more. Different expertise can
provide invaluable support: experts on the at-risk group can advocate for the group’s needs; experts
in security, privacy, and safety can provide invaluable technical advice; and experts in areas such
as accessibility, mental health, legal, ethics, and more can elevate digital safety in topics specific to
the intervention [11].

To cope with the many factors making inclusive digital safety a wicked problem, creating new
interventions requires extra time and expertise—from accounting for different digital-safety needs
across user groups, to ensuring strong usability and function, to predicting potential misuse of
features, and more (see Section 2.1). We have found that it can help with the complex decisions
technology teams must make to ground risk assessments, in part, on risk factors and user states
that apply across at-risk groups, and to emphasize that accounting for these should help everyone.
Our frameworks presented in Section 4 provide a simpler way to think through these issues than
examining dozens of at-risk groups. We encourage interested teams to use these frameworks
first, as well as reviewing the literature, before considering their own direct research with at-risk
groups [11].

Advocacy is an important part of the time spent to support at-risk groups’ digital-safety needs in
broadly used technology, policy, and research. Prior work relatedly documents the importance of
“security champions” or advocates in organizations to encourage the adoption of good security
practices [51, 80]. We have put considerable effort into communicating with tech workers and
academic researchers about the value of supporting at-risk users and raising awareness for the
time and care needed to do so. Overall in our experience, tech workers are incredibly receptive
to learning about and better supporting at-risk users, and this advocacy work is about framing
the issues to motivate safe action, providing actionable guidance, and raising awareness to grow a
network of advocates.

6 Discussion: Charting Progress and Future Work
Given our many years of work on the At-Risk Research Program, we have learned that improving
inclusive digital safety—across at-risk groups and all users—is a wicked problem [84], and while
there is much work left to do, we can examine progress toward understanding and addressing the
problem.
Gaps in foundational research on at-risk groups and inclusive digital safety. Despite growing

literature on at-risk user digital safety, gaps exist in our foundational knowledge. The literature is
biased toward Western contexts with gaps in understanding digital-safety needs in non-Western
geographies and cultures [101]. Also, there is limited research on how multiple intersecting risk
factors change users’ digital-safety experiences and needs. Certain at-risk groups have received
relatively little (if any) attention in the digital-safety literature, including a range of marginalized
groups based on multiple axes of privilege and oppression [69], and people with disabilities other
than visual impairments [77]. While there is still much more to learn—including about groups
that are already represented in the at-risk research literature—we have collectively developed
enough knowledge to organize what is known in this space into an initial set of frameworks and
design principles for inclusive digital safety. We call for future research expanding these kinds of
cross-group syntheses with new knowledge of at-risk groups, their risks, needs, and ideally what
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makes solutions more effective. Going forward, we advocate that new recommendations made
based on single-group research should be considered in light of other groups and risk factors, if
the authors aim to impact technology intended for broad use.
Progress on solutions for inclusive digital safety is formative; the field is not ready to create best

practices. Despite substantial progress in foundational research, more work is needed to determine
technology and policy solutions that more effectively support digital safety for all users. We have
not found a one-size-fits-all solution or reusable checklist that will resolve digital-safety risk for
at-risk users, and the literature on wicked problems suggests that this is not a feasible goal [84].
Instead, designing for inclusive digital safety in broadly used technology is wickedly complicated,
since context matters, technology is dynamic and can be misused, risk can be intersectional, needs
across user groups are diverse and may contradict, and more as outlined in Section 2.1. This suggests
that, even with extensive effort and consultations with experts in the creation of technology, it is
likely that digital-safety risk will still exist for at-risk and general users. Also given this wickedness,
we argue that the field is not yet prepared to develop best practices for designing inclusively safe
technology and policy that adequately accounts for all users, including those who we consider to be
at-risk. Formulating inclusive digital safety as a wicked problem will help the research community
make more nuanced, appropriate, and ultimately safer statements about related problems, goals,
study findings, and recommendations.
Recommendations: Manage wicked complexity with good practices and expert guidance. Many of

the problems surrounding inclusive digital safety are at a societal level. Technology alone cannot
“fix” this wicked problem, but we can help manage the complexity with good practices and expert
guidance.Thus, our research and training efforts described above have focused on producing a range
of “good practices”—research, frameworks, and design principles—for considering and mitigating
risks that arise from users’ circumstances, which can serve as a starting point for designing “better”
research, technology, and policy. These good practices still need careful consideration and may
require expert consultation, to apply on a case-by-case basis in practice. We have found that HCI
and technical expertise offer only a subset of the considerations needed to deploy a product intended
for broad use. Product constraints from legal, public relations, policy and regulatory requirements,
ethics, and more are essential to consider. For researchers to have impact, they must consider this
complexity—otherwise their recommendations run the risk of not being realistic, useful, or even
safe in technology intended for broad use.
Future research questions. Inclusive digital safety is a wicked problem that extends beyond the

purview of a single product, policy, or research effort. This problem needs the tech industry,
academia, regulators, and other advocates to help further our knowledge toward safer solutions.
With this in mind, we propose the following research questions for the community to explore:

—In what ways might new research about at-risk groups expand our understanding of user risk
factors, reactions to threats, and barriers to protections [101]?

—How does intersectional risk—especially from yet un- or under-studied combinations of risk
factors—impact user digital safety and needs?

—What can we learn about supporting user digital safety from research with under-studied
at-risk groups—such as marginalized groups [69] and people with disabilities [77]?

—What prioritized advice would help various at-risk groups effectively react to or set up
digital-safety measures for Prevention, Monitoring, coping with Active Events, or Recovery?

—What technology design principles can support digital safety for a range of at-risk groups,
accounting for the highly contextual nature of digital-safety threats and needs (perhaps
building on our proposals in this article)?
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—What approaches can help build inclusive digital safety into technology creation from start to
finish?

—How can users seeking help for digital-safety concerns or events receive effective support?
What type of help (e.g., technical, social, legal) is needed? Who should provide it? How should
it be provided?

—How might generative AI impact digital safety for at-risk groups? For example, how might it
add risk or assist with solutions?

7 Conclusion
In this article, we have described research insights, frameworks, design principles, and lessons
learned from more than 9 years of working within Google to elevate at-risk users’ digital-safety
experiences and needs. In service of this contribution, we emphasized the importance of under-
standing at-risk users’ needs to improving inclusive digital safety and described it as a wicked
problem; presented two frameworks and a set of design principles to help technology creators
apply findings from foundational research to the design and development of safer technology;
shared lessons learned about communicating findings from foundational at-risk research with
practitioners; and charted a path forward toward improving inclusive digital safety in technology
intended for broad use. We believe that this article will be valuable to academic researchers who
want their research to impact technology intended for broad use, and technology creators who
want to elevate the digital safety of at-risk users in their offerings.
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A List of Papers from the At-Risk Research Program
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Table A1. continued
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B Examples of Supporting Inclusive Digital Safety in Practice
We have leveraged the research-based insights, frameworks, and design principles described above
to influence product and policy decisions within Google. One of the more direct ways we can
identify impact is when we consult directly with teams to help them consider how to better support
at-risk users’ digital-safety needs. Here, we share some stories of how our foundational research
has impacted products.

Location Sharing in Maps. Around the time we began studying at-risk users, the Location Sharing
[45] team wanted to offer users the ability to share their location in Google Maps, while mitigating
potential abuse of the feature. They wanted to consider IPA as a possible abuse scenario and used
our research with survivors of IPA [60] to inform their design of two Location Sharing features.
First, the default time interval for Location Sharing needed to balance digital safety and usefulness.
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This led to a default of 1 hour, which was short enough to not open users up to long-term sharing,
and long enough to be useful (for those wishing to share their location). Second, it was important
that the feature be transparent with users that their location was being shared and with whom, to
reduce the possibility that it could be kept “on” without the user’s awareness. This led to randomly
timed e-mails that informed users when location sharing was “on,” to hopefully increase the chance
that a user would see the e-mail without it being intercepted by an abuser. Members of the product
team found it particularly important to know about the phases of abuse [60], especially that a user
could go through multiple periods of time where their abuser could physically access (and tamper
with) their device. The Location Sharing team innovated these ways to potentially mitigate abuse
risk in their product, and some of their team members have become active champions, instructors,
and consultants in the At-Risk Research Program.

Security Templates in Workspace. The findings from our research with people involved with U.S.
political campaigns [24] helped inform the Security Templates feature in Google Workspace [44].
This product team was motivated to improve election-related digital safety and could see from
our research that campaigns struggled to deploy existing security and digital-safety features given
their aggressive timelines and limited technical expertise. Thus, Security Templates in Workspace
streamlines the setup of existing Workspace security features with a template configuration that
aligns with the digital-safety needs of campaigns workers, guided by our research and consultations
with members of our team and external experts. For example, by default, 2FA is set to “on,”
sharing files publicly is disallowed, strong passwords are enforced, reusing passwords is disallowed,
and more. These default settings are easily deployable by campaign workers who may not have
professional IT experience since campaigns rarely have these skills on board. These security
settings are also available to other types of professionals who may benefit from them (such as
small businesses), demonstrating that supporting the digital safety of at-risk groups can help other
users too.
Creator Safety Center and moderation features in YouTube. Our research with content creators

[87, 96] indicated a need to raise their awareness of the digital-safety threats creators commonly
face and the recommended protections to employ. This helped inform the development of the
YouTube Creator Safety Center [106], launched in 2022, which provides education for creators on
top digital-safety concerns and ways to mitigate them. Our research also highlighted the importance
of moderation as a protection against toxic content, informing YouTube moderation features [107]
to help creators cope with toxic comments at scale. For example, creators can increase the strictness
threshold for the automatic detection of inappropriate comments that are held for review to scale
comment moderation. In these ways, the digital-safety research with creators showed ways to
improve digital safety for anyone who creates online content.

C Details on Approaches to Inclusive Digital Safety
Here, we expand on our approaches toward inclusive digital safety presented in Sections 4 and 5,
by sharing example user archetypes, how stress cases can be applied, and definitions of the design
principles.

C.1 User Archetypes
The User States Framework—Prevention, Monitoring, Active Event, and Recovery—is more usable
by tech workers, in our experience, when they have concrete examples of who experiences these
states. Thus, we often couple the user states with a set of at-risk user archetypes—which were
developed based on research—that incorporate aspects of the user states (e.g., user emotions and
needs) and a set of challenges (like those listed in Table 3). Five user archetype examples are shown
in Table C2. These archetypes are non-exhaustive, and we continue to expand and evolve them.
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Table C2. Five Example At-Risk User Archetypes

Nicole Rahim
Survivor of intimate partner abuse (largely based on
findings from [60])

Media activist in a repressive country (largely based on
findings from internal studies)

“Nicole” recently left an abusive partner. He wants to find
her and convince her to return. She is afraid. This is not the
first time Nicole has tried to leave him, but he has found her
and brought her back. Nicole does not know how he found
her after she escaped, but she suspects some kind of digital
surveillance. When they lived together, he always checked
her phone—anytime she got a message, he had to check to
make sure that it was not another guy. He regularly reviewed
her call logs, her e-mail, and her messaging accounts. He had
many opportunities to tamper with her device and her account
settings. He also knows a lot about her. Nicole contemplates
how to protect herself against this attacker—a top priority for
her is to keep him from finding her new location and contact
information.

“Rahim” is a media activist in a repressive country, who uses social
media to speak out about political issues. Rahim’s main concern
is that the government will detain him or his family members.
The police once confiscated, then returned his smartphone. He
destroyed it, since he suspected it was compromised and his activ-
ities on it would be surveilled. Since then, he has not been able to
afford more than a very old device that no longer accepts security
updates. Rahim keeps all of his data in the cloud, just in case his
phone or his laptop are confiscated. But he avoids services pro-
vided by local ISPs since he believes these are monitored by his
government. To access some censored sites, Rahim uses a VPN on
his laptop.

Jackson Sally
Online celebrity (largely based on findings from [87,
96])

Politician in the United States (largely based on findings
from [24])

“Jackson” has been trying to establish himself as a Creator
for the last few years. He has had a channel with a small,
but loyal audience where he talks about his personal life, his
daily struggles, and his successes. All of a sudden, one of
his videos goes viral, and he quickly gains popularity and
online celebrity. At first, Jackson is thrilled with the increased
attention. But, then he notices undesired side effects that he
had not anticipated. He had created many of his older videos
without expecting a larger audience. His new fans go through
his old videos and figure out his home address. Some show up
at his house, and he has to call the police. Some of Jackson’s
older videos also included friends and family members, and
some of Jackson’s fans start to stalk and harass an ex-girlfriend
who is no longer involved in his channel. Jackson also had
an eating disorder that he had talked about on his videos in
the past, and now he is receiving a lot of negative comments
about it.This creates a lot of stress for him. He had not thought
about large audiences seeing those videos when he originally
posted them. While Jackson’s channel is very popular, it is
not producing the kind of revenue he would need to hire
bodyguards or to get help from an expert with digital security
or privacy. He is stressed about these issues, but also depends
on the income from his content. He worries about how to
balance sharing enough to keep true to his brand while also
protecting himself, his friends, and his family.

“Sally” is a politician in the United States. She is currently elected
to a local office in her state, but she is considering a run for the U.S.
House of Representatives in the future. She has been in politics
for over a decade and has dealt with her share of complicated
incidents. Her social media pages have had the occasional hate and
harassment incidents over the years. Once, an angry man showed
up at a campaign field office shouting and making threatening
gestures, but the police came and no one was hurt, just shaken. She
knows that sometimes her constituents do not like her policies, but
she is also concerned that disgruntled citizens from other parts
of the country—or maybe even bots—are attempting to create
a false sense of hostility. Her staff help her manage her social
media accounts, and also have access to some of her campaign
and fundraising e-mail accounts. She does not have the resources
for dedicated IT support staff or physical security. As she looks
toward her potential run for federal office, she is worried about
raising her profile at the national level, and the increased attention
it will bring, as well as the potential to be targeted by advanced,
savvy attackers from foreign governments. She feels like she has a
pretty good grasp on technology, and gets PIN codes texted to her
sometimes when she logs in, but worries it may not be enough.

George
Struggling to get by (largely based on findings from [92])
“George” is a married veteran in the United States. He temporarily lives in a homeless shelter with his wife and two young kids
while looking for affordable housing. Although George and his wife work, their salaries are very low for the area. The family lives
paycheck to paycheck. George and his wife are looking for better paying jobs. George’s family shares a laptop and two phones. But
those devices are old and often run out of memory. He has trouble freeing up enough space for security updates. George spends a
lot of time looking for housing online, but he is not very tech savvy. He is concerned about online scams, having fallen prey to one
before. He also worries that a relative, who once stole money from him, might get access to his accounts.

These at-risk user archetypes are non-exhaustive, and we continue to expand and evolve them.

C.2 Stress Cases
Stress cases are a process tool for using knowledge of at-risk users from research and the frameworks
in Section 4, to evaluate and improve designs in light of how an at-risk user could experience them.
ACM Transactions on Computer-Human Interaction, Vol. 32, No. 3, Article 22. Publication date: June 2025.
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This is akin to stress testing in software engineering (i.e., determining the robustness of software by
testing beyond the limits of normal operation). Here, we build on this concept to include stress
testing UX designs to account for digital-safety needs of at-risk users.

User states, challenges, risk factors (from Table 3), and user archetypes can be used to help tech
workers think about how at-risk users may experience—and stress—their designs. For example, tech
workers could go through user interface flows for tasks in the user states (Prevention, Monitoring,
Active Event, Recovery) and imagine how relevant challenges (e.g., not being able to stop others
from accessing their devices or accounts, being targeted by sophisticated or motivated attackers)
could be experienced by the relevant user archetypes. They can ask questions like: In what ways
did the archetype’s circumstances stress the flow’s design? How could the flow be improved, to be
safer and more inclusive for at-risk users?

The process of evaluating stress cases is open ended, but can be more effective when it is
considered early in the technology design process and revisited throughout. Teams can manage the
complexity of evaluating stress cases by prioritizing the most relevant ones and those that are more
likely to exacerbate user harm. In our experience, this process can be more productive for teams
who engage with experts, such as those with expertise in security, privacy, abuse prevention, UX,
and at-risk groups. Such experts can help teams focus on relevant stress cases for their technology
and help ensure that important stress cases are not missed.

As an example stress case, consider a flow that helps users recover from monetary loss, like a
financial scam. Then imagine the archetype, George, using this kind of flow to recover from an
event in which a scammer took his money, engaging questions such as: How easy would it be for
George, who likely feels elevated stress, to recover his money? Does the flow assume a financial
safety net or certain standing with the financial institution? If so, is it possible to safely speed up
the recovery process to avoid putting unnecessary strain on George (who may need the money
imminently for food or rent)?

C.3 Design Principles
We have developed a set of design principles, presented in Section 4.4 and defined below, to help
tech workers account for some key challenges across the four user states. In our training, we share
a selection of these with tech workers as examples to help them get started thinking through how
they can better support at-risk users and design for inclusive digital safety. Importantly, given that
this is a wicked problem, these principles are not intended to be prescriptive or exhaustive; instead,
technology creators should consider them along with other constraints that may apply to broadly
used technology, such as legal and regulatory requirements, how particular solutions function,
usability, and more.

C.3.1 Prevention.
—Provide digital-safety education. Consider how to educate at-risk users or allies (e.g., non-profit
staff advocates) to help at-risk users protect themselves from risks.

—Make digital-safety options easy to find. Make options that users can deploy to manage their
digital safety easy to find, even for users experiencing ongoing stress. This may involve
introducing digital-safety options in the product’s onboarding, in just-in-time flows (e.g., right
before the feature is used), at relevant moments (e.g., when a user goes to a relevant location),
and/or during regular checkups about settings.

—Design for strong digital safety by default. Consider how default settings affect user security,
privacy, and safety (for users in low- to high-risk situations). Product defaults are important
since usersmay notmodify them.Think aboutways tomake default settings easy to understand
and limited in scope (when applicable).
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—Provide multiple digital-safety options, especially ways to delete. Consider providing multiple
privacy, security, or other relevant digital-safety options for users to choose from, to support
their diverse digital-safety needs. Providing multiple digital-safety options can help at-risk
users find options that align with their digital-safety goals and help manage a variety of
threats. When deletion is an option, consider supporting multiple ways to delete content,
such as all at once, select items, items within a range or topic, and so on as appropriate.

—Provide private spaces on shared devices. Consider providing the ability to divide devices or
accounts that may be shared into separate sections—for example, with multi-account login,
family or household account structures, guest mode, or secure folders. Think about how these
might be employed by users who cannot reasonably stop others from accessing their devices
or accounts.

—Reduce the size of security updates. Consider ways to reduce the data and storage required to
install critical security and privacy updates. Installing such updates is important preventive
measures, but users with limited resources may be using older devices with extremely limited
space.

—Consider supporting older devices and OSs. Consider ways to provide support for older devices
andOSs—such as ongoing security (and other) updates, and help center content that is inclusive
of older devices and OSs. Think about how this might support users who may not be able to
avoid using an older device.

—Let users trade functionality for digital safety. Consider functionality tradeoffs some groups
may want to make to counter serious digital-safety threats, such as targeting by a nation-state
adversary or abusive intimate partner. For example, a user may want to turn off features that
share information to the public, avoid location information being saved to their account, limit
data sharing to applications installed on their device, and more.

C.3.2 Monitoring.
—Show the reach of information the user shares online. Consider providing reminders to help
users assess the potential privacy impact of their actions in the moment, especially when they
are about to share information. Most fundamentally, this includes what information will be
shared and where it will be shared. To further support monitoring, it can be helpful if users
know where to find the information and are able to make changes later.

—Make data sharing transparent. Consider ways to make it hard for an attacker to access a user’s
information or activity without the user’s awareness by providing enhanced transparency
across multiple channels—such as via indicators when data are being shared, e-mail reminders
at random intervals, or notifications on multiple surfaces. Think about how this might support
users who are more likely targeted with surveillance tactics.

—Show digital-safety controls in relevant places. Consider surfacing helpful security, privacy, and
safety controls in context, making them easily accessible as the user monitors their accounts,
devices, content, or presence online. For example, if a user receives an e-mail alerting them of
account activity (such as a new sign in), the alert could provide a link that takes them directly
to where they need to go to check the activity and take action to protect their account.

—Warn about potential digital-safety concerns. Consider sending users digital-safety warnings
before they take an action (such as sharing information or visiting a website) if there is
evidence of a digital-safety concern.

C.3.3 Active Event.
—Help users understand what is happening and show help information in context. Users expe-
riencing an active event do not always understand what is happening. They may benefit
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from information that helps them understand what event is occurring and what they can
do in response. Consider surfacing such help information, to assist users through common
digital-safety events, where they are likely to seek it. This may be through search results, via
links in account-related alerts, next to information the user shared or posted online, or any
place they are likely to be looking when they discover a digital-safety event.

—Provide a clear recommended action to stop the event, if possible. Help stressed users understand
what to do next by promoting a simple recommended action (e.g., changing their password
after experiencing an account compromise). Once they have completed that action, other
relevant actions can be thoughtfully suggested (e.g., turning on 2FA).

—Tailor help information to the user’s device and OS. Consider how to provide users with,
and direct users to, digital-safety help information and options tailored to their device and
operating system.

—Design for users experiencing high to extreme stress. Users coping with the acute stress of an
active event will benefit from simple language, clear recommendations, and strong usability.
This principle is also particularly relevant to Recovery (next).

C.3.4 Recovery.
—Provide redundancy in digital-safety-critical flows, especially account recovery. Consider how
to build redundancy into digital-safety-critical flows. For example, when possible, provide
digital-safety options that work independent of Internet access or a reliable phone number.

—Use trauma-informed approaches. Assess how a traumatized user may experience an interface,
and consider how to reduce triggering content, support transparency in how the system is
functioning, and provide control to users in how they experience the system and manage their
digital safety [16]. This principle can also be relevant to the other user states, particularly
Active Event.

—Set clear expectations when users take a digital-safety action. Let users know what to expect
next, if appropriate, when they take a digital-safety-related action. For example, if a user
reports an issue, let them know if they should expect follow-up communication.

—Provide recommendations for the future. Consider presenting options that encourage users to
manage their security, privacy, and digital safety moving forward.

D Terminology
Here, we define key terms used throughout this article. Because terms used to label individuals or
groups are fraught and often debated—since referring to a person or group with a single term can
flatten important aspects of their experiences—we provide clear definitions to capture the nuances
and breadth of user circumstances explored in this article and position this work among discussions
in the digital-safety literature.

At-risk users: People who face circumstances that elevate their chances of experiencing a tech-
facilitated attack and/or suffering disproportionate harm from such an attack, compared to a
baseline of “general” users [101]. A user may be “at risk” for a moment in time, their entire
lifetime, or somewhere in between.

Attack/Tech-facilitated attack: Any means used by an attacker to abuse or compromise someone’s
digital safety (intentionally or unintentionally) that involves the use of technology and can
lead to harm. Example attacks include phishing, hacking, doxing, overloading, surveillance,
online harassment, and more [95].

Attacker: Anyone who introduces tech-facilitated attacks or harms, regardless of the severity or in-
tention (i.e., for the purposes of this article, we consider someone who causes harm—whether
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or not it is intentional—to be an attacker). This could include a broad range of individuals or
groups, such as a family member, friend, stranger, nation-state, and more.

Best practices: “A procedure that has been shown by research and experience to produce optimal
results and that is established or proposed as a standard suitable for widespread adoption”
[68].

Digital safety/Digital-safety: An umbrella term, inclusive of topics pertaining to security, privacy,
abuse, and/or any other safety-related topic for which technology is involved. “Digital safety”
is a noun and “digital-safety” is an adjective.

General users: A construct of the kind of user that makes up the perceived majority of a technol-
ogy’s use, typically viewed as somewhere in the middle/average or even optimistically [104],
for example, assuming that they have good access to trusted devices and reliable Internet,
would benefit from increased technology use, and do not face extraordinary challenges.
“General users” may not be real, instead reflecting how the holders of the concept view
users—opening the concept up to biases, such as over-indexing on people from WEIRD
societies [50]. The concept of general users is imprecise, but may persist as an attempt to
design for the most users possible. We use “general users” as a stand-in for the assump-
tions described here, including that they experience lower levels of digital-safety risk when
compared to at-risk users.

Good practices: Practices that, when carefully applied on a case-by-case basis, can lead to better or
improved solutions for a wicked problem. Good practices are not established or standardized
best practices.

Harm: A negative consequence(s) resulting, at least in part, from a tech-facilitated attack (e.g.,
one framework classified online harm into physical, emotional, relational, and financial harm
[88]; a taxonomy of sociotechnical harms of algorithmic systems discussed harms that were
representational, allocative, quality of service, interpersonal, and societal [90]).

Inclusive digital safety: Digital safety that accounts for diverse risks (pertaining to security, pri-
vacy, abuse, or other tech-facilitated safety risks) and supports the digital-safety needs of a
broad user-base, including at-risk and general users.

Risk: The potential for a person to experience danger or harm.
Risk factor: Circumstances that increase a person’s risk of tech-facilitated attacks or dispropor-

tionate harm from such an attack, such as marginalization, prominence, having a relationship
with their attacker, being reliant on a third party in some way, having access to sensitive
resources, and more as defined by Warford et al. [101] and described in Section 4.2.

Survivor: An individual who has experienced tech-facilitated harm, especially in the context of
interpersonal attacks, like IPA or trafficking.12

Tech workers: Anyoneworking in the technology industry, including those responsible for creating
technology, defining technology policies, conducting research, providing infrastructure to
support products, promoting products, or other roles.

Technology creation: Any activities related to the creation of technology, whether in academic,
commercial, non-profit, or other settings. This could involve a spectrum of functions and
stages related to creating technology, such as early inventions, policy-guiding technology
requirements, prototypes, and deployed products or services.

Technology creators: Anyone who engages in technology creation (see above definition).
12We use survivor instead of victim, because victim has been critiqued as being associated with negative attributes—like
weakness or powerlessness—that can be internalized [12] The term survivor has been shown to be associated with strength,
agency, and other positive attributes. However, any identity label comes with limitations, as it associates a person’s
experiences of abuse or violence with their identity, and it can impact how they are viewed by others or how they view
themselves. We choose to avoid the more negative term victim, while acknowledging the downsides of survivor.
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Wicked problem: A term introduced in social planning to describe complex societal problems for
which issues, solutions, endpoints, and who is responsible are not agreed upon by experts or
those involved [84]. Rittel and Webber [84] defined 10 characteristics of wicked problems,
including that they have no definitive formulation, no stopping rule, no “correct” solutions,
no definitive test to assess how good solutions are, no enumerable set of solutions, and more.
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