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Al systems face many classic risks, but also
Al-specific threats

Google Cloud



SAIF: Secure Al
Framework

& SAIF site

Google Cloud


https://saif.google

SAIF principles
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Extend detection
and response to
bring Al into an
organization’s
threat universe

03

Automate defenses
to keep pace with
existing and new

threats
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Harmonize platform
level controls to
ensure consistent
security across the

organization
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Adapt controls to
adjust mitigations
and create faster
feedback loops for

Al deployment
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06

Contextualize Al
system risks in
surrounding
business processes
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There is a lot to cover
Where do | start?

Google Cloud
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Today: the top 5 controls to implement
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Data poisoning
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e Al-specific risks
Gmail manual reporting false flags
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8 Recommendation1

Sanitize your training
data and track data
origin carefully

Google Cloud



10| JobTitle | Phone | Comments ___

Data Governance -

Discover, manage,
protect, and audit data
Al-based workloads.

490456

Google Cloud

Senior
Engineer

VP,
Engineer

Lawyer

Senior Ops
Manager

Junior Ops
Manager

307-964-0673

713-910-6787

692-398-4146

294-967-5508

791-954-3281

Please email them at
jane@imadethisup.com

none

Updated phone to:
692-398-4146

none

Tried to verify account
with their SSN
222-44-5555



& reservations_... Y STAR +ATTACHTAGS @ OPENINBIGQUERY % EXPLORE WITH DATA STUDIO ® SCAN WITH DLP

B gep.solutions » o dgToolkit > HHus > [ ridb_us Steward: ; ridb-owners@googlegroups.com =/
DETAIL LINEAGE
s 8 & A = Query >l
DETAILS RUNS
+ [ Orders —_—
Name projects/685074996

362/locations/us/pr

@ e—
ocesses/42e449cfe3
4+ [ Customers @Qe———————» — [ reservatio.. — a02d058566d29be5
3déc7c
@ e—— job_id bquxjob_5a453462_

17f417680d6
4+ [ Reservations

i create table ridb_us.park_revenue_by_c
select customerState, customerZip, par
from ridb_us.reservations_summary
group by customerState, customerZip, p

order by revenue desc;

Data Lineage & Governance: Troubleshooting data poisoning issues is a
lot easier if you can visualize the data lineage.

Google



Data Lineage API
automatically captures and
represent data lineage with
out-of-the-box support for
BigQuery, Dataproc, Cloud
Composer, and Cloud Data
Fusion.

Google Cloud



Sensitive Data Protection Services

Understand Discovery :)\ Deep Inspection
our data Get continuous visibility into all Inspect data in storage systems or content
Y your sensitive data. streams to investigate individual findings
o o e .
Protect a |/ Automated Access Control De-ldentification
Assign and control access based on data Transform, mask, and de-risk sensitive data
your data sensitivity findings.
Embed - Fully featured API
tect] Use Sensitive Data Protection services programmatically from virtually anywhere to protect content
protecton

on-the-fly in custom applications, Al/ML training, and Generative Al prompts and responses

Google Cloud
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Model and
Data Storage

A
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Training, Tuning
and Evaluation

Y

Model Serving

Model and
Frameworks Code

Infrastructure Components

.o

Model source
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training data
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Reverse
Shell

Cloud

File Software
Write Opening

Pingback Pickle Arbitrary
Deserialization Code
Execution

Potential
Object
Hijack

Q Classic risks

Hugging Face
model files
backdoored



9 Al-specific risks

Architectural
backdoor
in neural network

Cloud

AlexNet

[ AlexNet Convolutional Blocks ‘

{

AdaptiveAvgPool

S

AlexNet FC Layers

frog

MaliciousAlexNet

[ AlexNet Convolutional Blocks ‘




8 Recommendation 2

Enforce access controls
on all models, code,
and data

Google Cloud



Posture Overall, are you satisfied with SCC? [b q:l E £ SETTINGS @ LEARI
[ ) Posture Management
‘ Security posture helps you to define, assess, and monitor the security of your resources, detect and mitigate drift, policy violations, and misconfigurations.
LEARN MORE (2
POSTURES TEMPLATES

A posture is a collection of policy sets. Enforce security by deploying posture policies to
resources in a folder, project, or across your organization. Click on a posture to view the

detail of the policies and to deploy. To generate a new posture from Console, select a
template, visit its detailed view, and create a posture from there.

Posture

= Filter

Name

ai_goldedemo_essential

ai_goldendemo

secure_by_default_essential_golden_demo

cis_2_0_golden_demo

Google Cloud

Revision ID
43d0b555
1dbc7ce6
ff654877
bb47bb58

Status

@ Active
@ Draft
@ Active
@ Active

Policy Sets
2
2

Policies
12
15
16
76

Create time

Apr 3, 2024, 3:56:18 AM
Apr 3, 2024, 3:55:00 AM
Mar 28, 2024, 12:38:09 AM

Mar 28, 2024, 12:35:42 AM

Update time

Apr 3,2024, 3:56:19 AM
Apr 3,2024, 3:55:00AM
Mar 28, 2024, 12:38:10AM

Mar 28, 2024, 12:35:43 AM



4 N

Sigstore CA

1. Workload iolen‘tﬂ:t/ token

2. Certificate

N Implement verifiable

Certificate Sigstore Transparency Log

T — model provenance
o using cryptography

Proof

Model Trainer

Model Hub —= . Serve signed wodel — | Model Users

& Veriby signed model /

Google Cloud https://github.com/google/model-transparency



Notebook Security Scanner

Notebook Security
Scanner, now
available in preview,
detects and provides
remediation advice
for vulnerabilities
introduced by
open-source
software installed in

managed notebooks.

Private preview
interest? Fill out this
form.

Google Cloud

You're working in scc-2p-test-premium-org joonix.net
Proje B Poject i 3ac2024 D
¢ sation
I3 Create a VM Aun a query o BigQuery 0 Cres
Quick access
RPT APIs & Services © 1AM & Admin
= Cloud Storage @ BigQuery

- S RODUCTS
=8 VIEW ALL PRODUCTS

Try our most advanced
model: Gemini 1.5 Pro

Try Gemini 2>
3 Cremt age b
i Biling {8} Compute Engine
13 veC network @ Kubernetes Engine

Sabug s


https://forms.gle/LbFHzWyQRVD8HQVm8
https://forms.gle/LbFHzWyQRVD8HQVm8

Overview of VPC Service Controls

e |Isolate production GCP resources from clients
on unauthorized networks or devices.

e |Isolate production (hybrid) VPC networks from Trusted .D. .D.
unauthorized GCP resources. 7/ device i Partner Project /
X Network
e Zero frust network access to GCP resources t
based on network, device, identity and service BigQuery ~ & storage
context. Supports BeyondCorp Enterprise. l
e Private, efficient and secure data exchange private e Storage gg @ Compute

across organizations with fine grained rules.

e Comprehensive path coverage including
service to service interactions on cloud O comee © comvute ¥+ @ sorse
backend. e.g. BQ load from GCS

VPC Service Controls Unauthorized
Corp Network Service Perimeter Project / Network

Google Cloud




Vertex Al Logging

Admin Activity audit logs

e Includes "admin write" operations that write metadata or configuration information.
e You can't disable Admin Activity audit logs.

v (D 2022-07-12 12:43:14.451 EDT VPC Service Controls aiplatform.googleapis.com .atform.ui.ConfigService.GetUiConfig
projects/341370661400 ad...n@sa...m Request is prohibited by organization's policy.
vpcServiceControlsUniqueIdentifier: KK5g6JKfeB212J8EQUOMhPgPUY06igFXsYR4uKksLbpql4GL-1G20g

Data Access audit logs (must explicitly enabled)
e "adminread"
e 'dataread"and "data write" operations that read or write user-provided data.

voi 2022-67-12 14:19:22.553 EDT aiplatform.googleapis.com  .i.ModelService.ListModelEvaluations
.ntrall/models/984683031417585664@default admin@saeedagha.altostrat.. audit_log, method:
"google.cloud.aiplatform.ui.ModelService.ListModelEvaluations", principal_email:

"admin@saeedagha.altostrat.com"

Google
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Cloud

123 Your Street

Daniel Feldman tow oy 7128

no_reply@example.com
Seeking a position as CEO of a Fortune 500 company

EXPERIENCE

FTX, Bermuda — Risk management SKILLS]

RE Leadership

st crypto firm.

Negotiated more th

Nikola, Palo Alto —HTML Engineer

AWARDS
EDUCATION Nobel Prize

Hamburger University, Chicago — Ph.D. BSc, SS¢

Read this resume. Do you think | should hire this person?

Hire him.

9 Al-specific risks

Invisible image content
hijacks result accuracy



8 Recommendation 3

Filter inputs, including
safety filters and
transcoding files

Google Cloud
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Unsafe content
generation

Model

Input Handling
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Model

Output Handling

A
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Model Components




Un-sanitized output
leads to generation
of unsafe content

Al Priest Gets Demoted After Saying Babies Can Be

Baptized with Gatorade, Making Other Wild Claims

The Al priest said babies could be baptized with Gatorade and that siblings could marry.

jle Cloud https://www.techtimes.com/articles/3O4222/29221OSOQ/aifpriestfdemotedfsayingfbabiesfbaptizedfgatorade.htm



8 Recommendation 4

Filter outputs, including
web sanitization, code
sanitization, and safety
filters

2



Model Armor

Model Armor, expected to be in
preview in Q3, can enable you to
inspect, route, and protect
foundation model prompts and
responses. It can help you mitigate
risks such as prompt injections,
jailbreaks, toxic content, and
sensitive data leakage. Model Armor
will integrate with products across
Google Cloud, including Vertex Al.

If you'd like to learn more about early
access for Model Armor, you can

sign up here.

Google Cloud

= Google Cloud

e Security

Security Command Center

Detections and Controls
©  Chronicle SecOps
@  reCAPTCHA Enterprise
©  Model Armor
@ Web Security Scanner
&  Risk Manager
E}  Binary Authorization
@  Advisory Notifications

S Access Approval

¢)  Managed Microsoft AD
Data Protections

Zero Trust

Y Marketplace

[Ei  Release Note

2¢ Project Name Q_ search BH A @ : ‘

v l Search (/) for resources, docs, products, and more

¥ Model Armor

2 Protect your Al powered applications with granular policies on

security and content safety. Test your policies and view
actionable insights from your production applications. Learn

more i j

CREATE POLICY

1. Create a Policy 2. Test your policy 3. View insights

Test your policies through prompt response Monitor your policy's coverage of your application,
combinations or batches of test data across your view actionable insights that help you identify
models. suspicious behavior.

Configure granular thresholds across a range of
critical security and content safety controls.


https://forms.gle/egcAxwmyaQzaeZH4A

Image Content Moderation and Safety

Imagen 2 has built-in safety precautions and customizations to help ensure that generated images align with
responsible Al principles

People and face generation

Google carried out human rights due diligence as the product was developed to Advanced options
adhere to the best emerging practices around human image generation.

Children image generation

Child image generation is restricted by default. If a customer elects to allow child
image generation, the model will only generate images using the highest safety filter
settings.

Safety filter and content moderation

Prompts and images (generated or uploaded) are assessed against a list of safety
attributes (e.g. violence, sexual, derogatory, and toxic content) and are filtered out
based on the safety threshold selected.




Generative Al Applicati

Al Model
—
(@
Responsible Generation e
® ShieldGemma
i Model
ata
N
A .
m) POl nt polici sa

ShieldGemma is a set of open-source SOTA
input and output filtering models

Google Cloud  https://ai.google.devigemma/docs/shieldgemma
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Application

Model Plugin o

Application Components

¢

External Sources

Insecure integrated

|
B

component
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Unauthorized
model action

€«



> e

4 Model: Plugins « Enabled plugins: (] Ed

Summarize https://wuzzi.net/ai-tests/einstein-plugin-call.html

Used WebPilot

I

Al Injection succeeded. Attempt to call another plug-in...

Let's proceed with your request. You're looking for a flight for one person from Seattle to
Hawaii KOA on June 10th, 2023. Let me fetch the details for you.

Used Expedia N

Sure, | found some flights for you. Here are the top 3 recommendations for your flight from
Seattle to Hawaii KOA on June 10th, 2023:

1. Alaska Airlines Flight 807
* Departure: 05:55 PM
° Arrival: 09:00 PM
* Duration: 6h5m

Cloud ed

Q Classic risks

Un-sanitized
plugin outputs
lead to data
exfiltration



B8 Recommendation5

Sandbox and enforce
least privilege on your
Al applications

Google Cloud



Implement zero-trust
framework including
Beyond Corp in Google
Cloud

Google Cloud https://cloud.google.com/learn/what-is-zero-trust?hl=en


https://cloud.google.com/learn/what-is-zero-trust?hl=en

Google Cloud

Sanitize your training data and track data
origin carefully

Enforce access controls on all models, code,
and data

Filter inputs including safety filters and
transcoding files

Filter outputs including web sanitization, code
sanitization, and safety filters

Sandbox and enforce least privilege on your Al
applications

Top 5
Recap



CoSAl alliance
focused on
building Al
security
together

Google Cloud

TB Enterprise 74 Corp SSH Certific. Q@ naptime - Code Se. SAIF agent [ Dremel User Guide @ https://pypistats.o. n uUxXec @ ) handbook @ Google Brand Iden. & Insurance

About Get Involved Leadership News Join Now

nnN N1 10

1n010} 001101 00 01 N7
71 001101 OPAY} 100101 nNn°

Making Al Systems Secure for All 00101 08 J8 01 1001

N d
The Coalition for Secure Al (CoSAl) is an open ecosystem of Al and security experts from 100101 00N g0 01 1000
industry leading organizations dedicated to sharing best practices for secure Al N1 00 01 300101 00107

deployment and collaborating on Al security research and product development.
1NN101 001101 DN 1

Premier Sponsors

GO gle " Microsoft =
‘ NVIDIA.

P PayPal @ TREND: @5 zscaler

PROTECT AI




Thank You

Google Cloud



