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Everything Is Awesome

From Wikipedia, the free encyclopedia

"Everything Is Awesome" (stylized as "EVERYTHING IS AWESOME!!")
is the theme song to the 2014 Warner Bros. Pictures film The Lego Movie.
It was written by Shawn Patterson I'] Joshua Bartholomew,?! Lisa
Harriton,™ and The Lonely Island. The single and pop version featured in
the end credits of the movie was produced by Mark Mothersbaugh!#] and
performed by Tegan and Sara in collaberation with musieal comedy trio
The Lonely Island.

The version of "Everything Is Awesome" featured in The Lego Movie
scene, official trailer, 15 TV spots,ISI71i#] video game, and featurette!® was
produced by Bartholomew!'%! and performed by Joshua Bartholomew and
Lisa Harriton under the name Jo Li

©On January 26, 2014, the song received its first US radio airplay via
Anything Anything with Rich Russo on WXPK-FM, WRAT-FM and WDHA-
EMLO

In July 2014, the song "Everything Is Awesome" was re-used in a video of
Greenpeace to promote their petition calling on the Lego Company to
drop its partnership with Shell.['2)
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Google

Your browser is heavily damaged by (4)

virus!

We detect that your Google Nexus 5X is 28.1%
DAMAGED because of (4) harmful viruses from
recent adult sites. It will damage your phone's
SIM card and will corrupt your contacts, photos,
data, applications, etc.

If you do not remove the virus now , it will cause serious
damage to your Google Nexus 5X. Follow instructions to repair
your phone.

Step 1: Tap the button and install update from Google
Play(FREE)!

Step 2: Open the app and repair your phone.
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Admin interface
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Input
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Features
e Find similar sites through SERPs
e Content/Template spinning
e Drip-feeding
Added services
e Plagiarism detection

e SERP ranking
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Technique: referer-based cloaking
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Technique: IP blacklisting
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Technique: rDNS cloaking
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Technique: browsing pattern cloaking
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® s €@

Geolocation: Flash/JS User-Agent
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Prevalence and dominant techniques
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Browser farm
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Pretend Google bots

User-Agent: GoogleBot
Referer: blank
Google IP
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Simple honey clients

User-Agent: Chrome
Referer: blank, or simple
Cloud provider IPs
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Realistic honey clients

User-Agent: Chrome
Referer: context-aware
Residential and mobile IPs



Features

HTML Image

Syntactic Content similarity  Screenshot similarity

Semantic  Topic similarity Screenshot topic similarity



Classification

32% 9%

True positive rate  False positive rate

95k labeled samples
75k legitimate websites (Alexa) + 20k cloaked storefronts



Prevalence

4.9%

Cloaking pages in
Google AdWords,
for health and
software ads.

1M.7%

Cloaking pages in
Google Search, for
luxury storefronts
keywords.



Traditional techniques: only IP, Referer, and User-Agent

Search: 1out of 5
Ads: 1 out of 4



Current techniques: JavaScript support

Search: Half
Ads: 1 out of 4



Current techniques: wait for click

Search: 1 out of 10

Ads: 1outof b



Search: 1out of 5
Ads: 2 out of 3
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Cloaked



Delivery: 40x/50x errors to bots
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Google

Your browser is heavily damaged by (4)
virus!

We detect that your Google Nexus 5X is 28.1%
DAMAGED because of (4) harmful viruses from
recent adult sites. It will damage your phone's
SIM card and will corrupt your contacts, photos,
data, applications, etc.

Search: 1out of 7

damage to your Google Nexus 5X. Follow instructions to repair
your phone.

[ ] Step 1: Tap the button and install update from Google
l I Play(FREE)!
[ ]

Step 2: Open the app and repair your phone.

Repair Now




Future: client-side detection
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Search/Ads links add a

parameter with the topics
found by the bot. Check that the page
matches the same topics.




Takeaways
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Prevalence

5% of ads and 12%
of search results
for cloaking-prone
keywords cloak.
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Techniques
IP/User-Agent/
Referer only gets
% of cloaking.
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Moving forward
Client side,
semantic
features needed
for hard cases.
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