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I am aware that what I am about to say is controversial



54 Millions of smartphone sold during the 1Q 2010
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Browsers password managers
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User Study on Password Usages

86 people 

32%

68%

Male Female

High-school

College

Graduate

PhD/MD

0 12.5 25 37.5 50
0

10

20

30

40

19-25 31-35 41-45 50+

Age



Kamouflage http://ly.tl/p17Elie Bursztein, Hristo Bojinov, Dan Boneh, Xavier Boyen

Do you allows your web browser to remember your password ?

31%

28%

41%

yes some no
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What is our Objective ?

Users want to store their passwords

http://ly.tl/t1
http://ly.tl/t1


Kamouflage http://ly.tl/p17Elie Bursztein, Hristo Bojinov, Dan Boneh, Xavier Boyen

Threat Model

• Prevents offline attacks

• Forces the attacker to go online
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Known approaches
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Known approaches

• Make the passwords inaccessible 

http://ly.tl/t1
http://ly.tl/t1


Kamouflage http://ly.tl/p17Elie Bursztein, Hristo Bojinov, Dan Boneh, Xavier Boyen

Known approaches

• Make the passwords inaccessible 

• Use a password generator
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Known approaches

• Make the passwords inaccessible 

• Use a password generator

• Have a secure master password
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Make passwords inaccessible

• Almost impossible for a large number of passwords

• Passwords list change and grow overtime

• Need some form of revocation

• Even system build around this idea have bugs (e.g 
xbox360)

http://ly.tl/t1
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Do you  use a password generator ?

45%

42%

13%

yes
no
don’t know what it is
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Use strong passwords

Does anyone still believe users do that ????
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The rockyou database

• 32 603 388 passwords

• Disclosed in 2010
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0 2250000 4500000 6750000 9000000
Length
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Most used passwords
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Embracing the Truth

All known approaches are not working so we can we 
do ?

http://ly.tl/t1
http://ly.tl/t1


THE PURLOINED LETTER by Edgar Allan Poe  (1845)





Here



You can’t perform offline attacks if you don’t know if you 
are successful
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Proposed Architecture

Password set 1Meta data Password set 2 Password set n... ...

URL
Forms

Usrmames
...

password 1
password 2

...
Password M

password 1
password 2

...
Password M

password 1
password 2
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Password M

password 1
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Password storage

Data in clear Decoy data encrypted Real data encrypted 
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Dealing with Password Structure
digit:
word

mixed
digit + word
word + digit

wo + digit + rd
digit + word + digit

digit + wo + digit
wo + digit + rd + digit

digit +wo + digit +rd + digit
word + word

digit + word + word
word + word + digit
word + digit + word

digit + word + word + digit
digit + word + digit + word + digit

digit + word + digit + word
word + digit + word + digit

Leet (1337)
non-alpha

0 1750000 3500000 5250000 7000000

Nb Passwords
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RockYou Top word
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Do you reuse password between different web site ?

18%

82%

Yes No
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Do you use related password ?

33%

67%

Yes No
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Web Site Policy

Table 3: Password strength requirements at top sites ranked by Alexa and a small group of finance-
related web sites.

Web Site Password Requirement
Google at least 8 characters
Yahoo! at least 6 characters
YouTube at least 8 characters
Facebook at least 6 characters
Windows Live at least 6 characters
MSN at least 6 characters
MySpace between 6 and 10 characters, at least 1 digit or punctuation
Fidelity between 6 and 12 characters, digits only
Bank of America between 8 and 20 characters, ≥ 1 digit and ≥ 1 letter, no $ < > & ^ ! [ ]
Wells Fargo between 8 and 10 characters, ≥ 3 of: uppercase, digit, or special characters

advertised in a special XML file at the root level, similar to the way browser favicons are supplied.
Any of these two approaches would effectively eliminate the third side-information limitation of the
basic architecture described in Section 4.

An additional feature provided to security-conscious users could be a mechanism to guide the
password manager’s decoy set generator, and instruct it on the distribution from which passwords
should be derived for each web site. This would make sure that web sites with really cryptic
requirements will not compromise the overall security of the password database.

5.3 “Honeywords” : Using Decoys as Attacker Traps

We have seen that decoy password sets carry certain risks when deployed without care. At the same
time, they provide an opportunity to cooperate with web sites in detecting and blocking targeted
attacks on user account, addressing the web site conflict of interest limitation.

Recall that most web sites are averse to blocking a user’s account when they see a large number
of failed login attempts. This is usually due to fear that a user’s account will effectively suffer a
denial-of-service attack. The reasoning behind this is sound: it is much more likely an attacker is
trying to block a user’s account, than trying to guess her password. It is attacks that are exceptions
to this rule that have the greatest potential to cause damage however: an unauthorized user of an
account could transfer money, attack other related accounts, or steal personal information to be
used later for identity fraud.

Supplying web sites with some of their corresponding decoy passwords can provide them with an
effective tool for identifying attacks that are based on compromised password files, and encourage
them to take steps to block the user account in such scenarios. This presents little risk on the part
of the web site, because the likelihood that a casual DoS attacker hits a decoy password, without
having access to the user’s device, should be very low. In other words, knowing that an attack is
not a random DoS but a genuine impersonation attempt will make web sites more willing to take
immediate and decisive actions to stop the attack.
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How users will know that they have entered the correct password ?

Provide a visual indicator: each set is associated with a 
visual icon. 

Correct False False

http://ly.tl/t1
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Evaluation

Table 1: User-visible performance of the Kamouflage Firefox extension for three typical use cases.

Collection size (number of decoy sets) 103 104 104

Password set size (number of user passwords) 100 100 20

Database size on disk 2MB 20MB 4MB

Measured performance (access and update time) < 1 sec 5 sec < 1 sec

• Write size. Password sets do not all have to be rewritten on every addLogin or updateLogin
operation, if we can guarantee that older versions are overwritten and unavailable to an

attacker. Due to the random nature of decoy password sets, adding a password to the real set

is not going to affect the plausibility of any of the decoy sets (assuming they are pre-initialized

to contain enough passwords in the first place). The cost of updating decoy sets can be

amortized across many subsequent invocations via the nsILoginManagerStorage interface.

Of course, if the attacker can see the evolution of the database over time (e.g., in a versioning

or a journaling filesystem), then all sets must be updated simultaneously.

5 Extensions and Limitations

The system described in Section 4 does not encrypt the password database with a master password.

The master password is only used to identify the location of the real password set. As we will see,

encrypting the password database without exposing the system to an offline dictionary attack takes

some thought. In this section we extend the system to address this issue and others.

Limtations. We describe a few limitations of the proposed system and then explain how to

address them.

• Side information is dangerous. An attacker armed with any kind of side information

about the victim can be highly successful, being able to guess the correct password set in the

collection by searching for victim-related keywords in the password storage, hoping that those

keywords appear as part of a password. Alternatively, if the user elects to use a very weak

password at a specific, unimportant web site, the attacker may be able to recover it in an

online attack, and use that information to crack the master password offline later on. Another,

more subtle challenge is that of dealing with site-specific password constraints: unless our

decoy password set generator takes those into account, it might generate a password set that

looks plausible, however does not meet the constraints at all web sites in the set, which would

immediately reveal to the attacker that the set is a decoy.

• Web sites have a conflict of interest. Web sites might not have an incentive to block

account access when multiple unsuccessful login attempts are made. For example, the web

site might be concerned about DoS attacks—if account access is blocked automatically after

several unsuccessful login attempts, this presents an easy way to block a specific account. A

problem of this kind is applicable to on-line auctions, where there are benefits in being able

to block a competitor out of the system, even for a short time at the end of the auction [13].
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Conclusion

• Hiding in plain sight is promising

• It is also harder than one might expect

http://ly.tl/t1
http://ly.tl/t1

