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Study’s goal: measuring the state of email delivery security



Agenda

Email encryption while in transit 
Current deployment of SMTP TLS and attacks observed in the wild

Email authentication
How prevalent authentication technologies are

The future of email security
Overview of on-going efforts dedicated to improve email security



Datasets used in the study

Gmail longitudinal data
Longitudinal statistics based of what Gmail see

Alexa top 1M sites
Zmap scanning of Alexa Top 1M sites SMTP servers

IPv4 public SMTP and DNS servers
Zmap scanning for publicly reachable SMTP & DNS servers



SMTP encryption1
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Fraction of email encrypted as seen by Gmail



Encryption quality

Provider Incoming Key 
Exchange

Certificate 
name

Incoming 
ciphersuite

Outgoing key 
exchange

Outgoing 
ciphersuite

Gmail ECDHE match AES128-GCM ECDHE AES128-GCM

Yahoo ECDHE match AES128-GCM ECDHE RC4-128

Microsoft ECDHE match AES256-CBC ECDHE AES256

Apple iCloud ECDHE match AES128-GCM DHE AES128-GCM

Facebook mail RSA mismatch AES128-CBC ECDHE AES128-CBC

Comcast RSA match RC4-128 DHE AES128-CBC

AT&T ECDHE match AES128-GCM ECDHE RC4-128

+



STARTTLS
TCP handshake

220 Ready

EHLO

250  STARTTLS

 STARTTLS

220 GO HEAD

TLS negotiation

Encrypted email

Source mail server
(smtp.source.com)

Destination mail server
(smtp.destination.com)

Cleartext
Encrypted



STARTTLS downgrade attack

TCP handshake

220 Ready
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Destination mail server
(smtp.destination.com)250  XXXXXXX



STARTTLS downgrade by AS / organization
Organization Type ASes

Corporation 43% (182)

ISP 17.5% (74)

Financial institutions 13.5% (57)

Academic institutions 8.3% (35)

Healthcare 3.3% (14)

Unknown 2.8% (12)

Airport 2.1% (9)

Hosting 1.7% (7)

NGO 0.7% (3)



STARTTLS downgrading as seen by Gmail

country
% of inbound 
traffic

Tunisia 96.13%
Iraq 25.61%

Papua New Guinea 25.00%
Nepal 24.29%
Kenya 24.13%
Uganda 23.28%
Lesotho 20.25%
Sierra Leone 13.41%
New Caledonia 10.13%
Zambia 9.98%
Reunion 9.28%



MITM via DNS MX record hijacking
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DNS spoofing as seen by Gmail

country
% of inbound 
traffic

Slovakia 0.08%
Romania 0.04%
Bulgaria 0.02%
India 0.01%
India 0.01%
Israel 0.01%
Poland 0.01%
Switzerland 0.01%
Ukraine 0.01%
Others >0.01%



Email authentication2



Email authentication?

Examples from October 2015



Email authentication technologies

SPF - Sender policy framework
Specify which IP addresses/prefix are allowed to send emails

DKIM - Domain Key Identified Email
Use public key cryptography to sign the content of emails

DMARC - Domain Message Authentication Reporting and Conformance
Specify what to do (reject, spam folder…) with non authenticated emails



2013

Inbound authentication as seen by Gmail

2015



Why DKIM fail?



Exposing data to Postmasters



Future3



Missing encryption UI



SMTP Strict Transport Security and cert pinning



DMARC strict rejection enforcement and Auth Chain



Thank you!


