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Funny Captchas

Captcha Validation: *
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Funny Captchas

Captcha Validation: *

lim ln[2+ 'Jarctgx-sinl—,]
x -0 & & +* X Beepnre oTeer
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Funny Captchas

| No premium user. Please enter the one that can NOT be
1~ | created from the unfolded pattern. 29 seconds remain.
|

Captcha Validation: *

5 B yod
lim ln(2+ \larctgx . sm~]
x =0 SR PR Boosre oTeet
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Funny Captchas

| No premium user. Please enter the one that can NOT be
1~ | created from the unfolded pattern. 29 seconds remain.
|

Captcha Validation: *

lim ln[2+ \larctgx -8in l]
x =0 SR PR Boosre oTeet

Please click on the images that show cats: [

2dogt me

20008 me 2gOpt me

ddopt me 20001 me 0 mae
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Funny Captchas

| No premium user. Please enter the one that can NOT be
| - | created from the unfolded pattern. 29 seconds remain.
|

Captcha Validation: *

x -0 X Poopre OTeeY

lim ln{ 2+ Jarctg.t -8in —l-

Please click on the images that show cats:

200pt me

2gopt me

X

meet me

switch to men |
20001 me 20008 1Y agopt me hotcaptcha by frozenbear
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The world most-popular captchas

ZMA [ddit] - 9%‘51 [CNN]

[Megaupload]

17 X

(Baidu] [Recaptcha]
. 3ncdz .
[Authorize]

2CCEX

[NIH]

srystoths,

[Wikipedia] [Blizzard]

[Google]

Elie Bursztein, Matthieu Martin, John C. Mitchell Text-based CAPTCHAS strenghts and weaknesses http://ly.tl/p22


http://ly.tl/t1
http://ly.tl/t1

b i (R A * ,
2 2R ; } i
.;/'/“';‘5 [3'- ) ‘.,cf‘h 7!

¢ P f‘,""*}{:_f’ (('r

'o{. i |;'-

: : : o
8 / J 2 f,
L1/ IR ‘ r!

:

How to break text captcha and
design secure ones




Based on the break of |3 of the most
popular schemes
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* How to break text-captchas !
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* How to break text-captchas !

 Evaluating anti-recognition techniques security
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* How to break text-captchas !
* Evaluating anti-recognition techniques security

* Attacking anti-segmentation techniques
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* How to break text-captchas !
 Evaluating anti-recognition techniques security
* Attacking anti-segmentation techniques

* Real-world captcha security summary
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* How to break text-captchas !

 Evaluating anti-recognition techniques security
* Attacking anti-segmentation techniques

* Real-world captcha security summary

* Decaptcha (our breaker) demo

Elie Bursztein, Matthieu Martin, John C. Mitchell Text-based CAPTCHAS strenghts and weaknesses http://ly.tl/p22


http://ly.tl/t1
http://ly.tl/t1

* How to break text-captchas !

 Evaluating anti-recognition techniques security
* Attacking anti-segmentation techniques

* Real-world captcha security summary

* Decaptcha (our breaker) demo

* Lessons learned

Elie Bursztein, Matthieu Martin, John C. Mitchell Text-based CAPTCHAS strenghts and weaknesses http://ly.tl/p22


http://ly.tl/t1
http://ly.tl/t1

Breaking captcha

Divide and Conquer approach
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How to break captchas !

Preprocessing » 138 L ¢
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How to break captchas !
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How to break captchas !
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Real-world captchas security summary
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Overall results

Segmentation rate Solving rate
Authorize 84% 66%
Baidu 98% 5%
Blizzard 75% 70%
Captcha.net 96% 73%
CNN 50% 16%
Digg 86% 20%
eBay 95% 43%
Google 0% 0%
MegaUpload n/a 93%
NIH 87% 72%
Recaptcha 0% 0%
Reddit 71% 42%
Skyrock 30% 2%
Slashdot 52% 35%
Wikipedia 57% 25%
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Learning rate for real schemes

Q0%
Authorize
-+ Baidu
= Blizzard
-i- Captcha.net
CNN

- eBay

-+ Megaupload
-v- Reddit
== Skyrock
~~ Slashdot ./
- Wikipedia

80%

70%

60%

50%

% success

40%

300%_:‘,. e

20%

Trainning set size
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Building a breaker guidelines

* |Immediate visual feedback
* Visual debugging

* Algorithm independence

* Exposing algorithm parameters
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Core principles

* Randomize the length
« Randomize the character size

* Wave the captcha
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Anti-recognition principles

* Use anti-recognition as a means of strengthening
captcha security

* Don’t use a complex charset
* Bad for human (see our research on this)

» Useless for security
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Elie

The Robustness of Google Captchas

* New heuristic to break

the easy version of
Google / Recaptcha

* Published online in May

201 |

* Use letters shape as a

side-channel

Bursztein, Matthieu Martin, John C. Mitchell

__/?/ WU LT

)

vawa
lI._L.u'-._lu._ﬂ_d

Text-based CAPTCHAS strenghts and weaknesses

The Robustness of Google CAPTCHAs

Ahmad S ElI Ahmad, Jeff Yan, Mohamad Tayara

http://ly.tl/p22


http://ly.tl/t1
http://ly.tl/t1

Anti-segmentation principles

* Use collapsing or lines
* Be careful in the implementation

* (Create alternative schemes
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* Generic breaker for weak captchas

* Use higher-order features
* to remove lines

* Breaking collapsed captchas
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